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B HACTOAIIEM JOKYMCHTC HMCITIOJIB3YIOTCA CICAYIOINNUE TCPMUHBI U UX OIPCACIICHUA.

ABTOMATHU3MPOBAHHASI CHCTEMA — CHCTEMa, COCTOSIIAs M3 MEePCOHANla U KOMILJIEKCa CPEICTB
ABTOMATH3AlMU €T0 JEATENbHOCTH, pealu3yromas WHPOPMAIMOHHYIO TEXHOJIOTHIO BBIMTOJHEHUS
YCTaHOBJICHHBIX (PYHKIIUH.

AyTeHTI/I(l)I/IKaIII/Iﬂ OTHpaBUTEC/IA JdAaHHBIX — IIOATBCPKIACHHUE TOIO0, 4YTO OTIIPABUTECIIb
MOJIYYCHHBIX JAHHBIX COOTBCTCTBYCT 3asABJICHHOMY.

be3onacHocTh MNEPCOHAJIBHBIX JAHHBIX — COCTOAHUC 3AIMUIICHHOCTHU NCPCOHAJIBHBIX JaHHBIX,
XAPaAKTCPU3YyEMOC CIIOCOOHOCTBIO HOHBSOBaTeJIeﬁ, TEXHUYECKUX CPEACTB U I/IH(bOpMaI_[I/IOHHBIX
TEXHOJIOTHIl 00ECIIeYUTh KOH(I)I/IILCHL[I/IaJIBHOCTB, HCJIOCTHOCT M AOOCTYIIHOCTH HCPCOHAJIBHBIX
JAHHBIX IIPU UX o6pa60TKe B HH(i)OpMaHI/IOHHBIX CHUCTEMAX NIEPCOHAIBHBIX JaHHBIX.

Buomerpnueckne mnepcoHajbHbIe JaHHbIEe — CBEACHMS, KOTOPbIE  XapaKTEpU3YIOT
(bu3nonaoruueckue 0cOOEHHOCTH Y€I0BEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTaHOBUTH €r0 JIMYHOCTh
U KOTOpbIE HCIOJIB3YIOTCA ~AJMHMHUCTpallMed Uil YCTAHOBJIEHUS JIMYHOCTU CyOBEKTa
HEPCOHAJIbHBIX JAaHHBIX, MOTYT 00palaThIBaThCS TOJNBKO NPU HAJIMYMUU COIVIACHUS B NMHUCbMEHHOH
dopme cyOBeKTa MEepCOHATBHBIX MaHHBIX (BKIOYas (ororpadum, OTHEYaTKH NalbIEB, 00pa3
CeTYaTKH IV1a3a, 0COOCHHOCTH CTPOCHHUS TeJIa U IPYTYIO MOJ00HYI0 HHPOPMALHIO).

BiokupoBaHHe TNeEPCOHANBHBIX JaHHBIX — BpPEMCHHOE IIpeKpaimieHHue oO0paboOTKH
MEPCOHANBHBIX JTAHHBIX (32 UCKIIOYCHHUEM CITydacB, eclii 00paboTka HeoOXoauMa ISl YTOYHCHHS
NIEPCOHAJILHBIX JAHHBIX).

Bupyc (KoMnbHOTEepHBbIH, NPOrpaMMHBIN) — HCIOJIHAEMbI NPOrPAMMHBIA KOA  WJIU
UHTEPIPETUPYEMbIid HAa0Op HMHCTPYKIMHA, OONAZafonii CBOMCTBaMH HECAHKIIMOHUPOBAHHOTO
pacnpocTpaHeHust U camoBocipousBeneHus. Co3naHHble TyOnMKaThl KOMIOBIOTEPHOTO BHpYyCa HE
BCErJa COBMAJAI0T C OPUTHMHAJIOM, HO COXPaHSIOT CIOCOOHOCTD K JajbHENIIEMY pacpOCTPAHEHUIO
Y CaMOBOCIPOU3BE/ICHHUIO.

Bpenonocsass  mporpaMma —  [IporpaMma, IOpeJHA3HA4e€HHas i1 OCYLIECTBIICHHSA
HECaHKIIMOHUPOBAHHOTO JIOCTyMa M (MJIM) BO3/AEHCTBUS Ha MEPCOHAJbHbIE JITAHHBIE WM PECYpCHI
MH(GOPMAIIMOHHON CUCTEMBI IIEPCOHANIBHBIX JaHHBIX.

BcnomorareabHble TEXHHUYECKHE CpeacrBsa 1 CUCTEMbI — TCXHUYCCKHUEC CPEACTBA U CUCTEMBI,
HC TMPCAHA3HAUCHHBIC [UIA HEpCHaayu, O6pa6OTKI/I U XpaHCHUA TICPCOHAIIBHBIX  HAaHHBIX,
YCTaHaBJIMBACMbIC COBMCCTHO C TCXHUYCCKUMU CPEACTBAMU U CUCTEMAMH, IPCAHA3SHAYCHHBIMHA JJIA
O6pa6OTKI/I MNEPCOHAJIbHBIX JAHHBIX WM B IOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI I/IHq)OpMaI_II/IOHHI)IC
CUCTEMBI IICPCOHAIbHBIX TaHHBIX.

JlocTynn B ONEpPalOHHYIO Cpely KOMIIbIOTepa (MH(OPMALMOHHOW CHCTEeMbl IEPCOHAIBHBIX
JAQHHBIX) — TIOJyYeHHE BO3MOXKHOCTH 3alTyCKa Ha BBITIOJIHEHHE INTaTHBIX KOMaHI, (DYHKIWH, Tponenyp
OTEPAITMOHHON CHCTEMBI (YHUUTOKEHUSI, KOMMPOBAHMS, MEPEMEIICHUs] U T.II.), UCTIONHSAEMBIX (haidioB
TIPUKJIATHBIX TIPOrPAMM.

JlocTyn Kk nH(popMaLuu — BO3MOKHOCTh TIOJTy4eHUs HHPOPMAIIMK U €€ UCIIOJIb30BaHHSI.

3akiaouHoe YCTPOICTBO — SJIEMEHT CpEACTBA CheMa HWH(OPMALMM, CKPBITHO BHEIPSIEMbIN
(3aKy1a/IbIBAEMBbIi MM BHOCHMBIN) B MECTa BO3MOXKHOTO CheMa MH(pOpMAIMK (B TOM YKCIIE B OTPaK/ICHHE,
KOHCTPYKIIMIO, 00OpY/IOBaHME, TPEIMEThl HHTEPhepa, TPAHCIIOPTHBIE CPECTBA, a TAKKE B TEXHUYECKHE
CPEJICTBA ¥ CUCTEMBI 00paObOTKU HH(OpMAIINHN).

Sanmmmaemast uHGopManus — MHGOPMAIS, SBIFOIIASACS PEIMETOM COOCTBEHHOCTH U MOJI)KAITIAsT
3alllTe B COOTBETCTBUMU C TPEOOBAHUSAMH MPABOBBIX JOKYMEHTOB MM TPEeOOBAHHSMY, YCTaHABITMBAEMBIMU
COOCTBEHHHKOM MH(OpPMALIHH.
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Hpentndukanus — nprucBoeHNe CyObeKTaM U 00BbEKTaM JIOCTYTIa HACHTU(UKATOpa U (WIIN) CpaBHEHUE
TPEIBSIBISIEMOTO HACHTU(PUKATOPA C IIEPEIHEM TPHCBOCHHBIX UIEHTH()UKATOPOB.

HNndopmaruBHbIA CUTHAT — 3JIEKTPUUECKUE CUTHAJIBI, aKyCTHUECKUE, JIEKTPOMArHUTHBIC U JIPYTUE
duziyeckue Mo, Mo MapamerpaM KOTOPhIX MOXET ObITh pacKpbiTa KOH(UACHIMAIbHAS HWH(pOpMALMS
(mepcoHabHBIC JaHHBIC) OOpadaTkiBacMas B MH(GOPMAITMOHHON CUCTEME MEPCOHATBHBIX JIAHHBIX.

Nudopmanuonnass  cucrema  nepcoHadbHbIX  AaHHbIX  (MCIIJH) —COBOKYIIHOCTh
copepkaluxcsd B 0a3ax JaHHBIX HEPCOHAJbHBIX JAaHHBIX U O0ECNEYMBAIONIMX HMX 00paboTKy
UH(POPMAITMOHHBIX TEXHOJOTHH U TEXHUYECKUX CPEACTB.

HNudopmanmonHble TEXHOJIOIWH — TIPOLIECCHI, METONBl TIOWCKA, cOOpa, XpaHeHWs, 0OpaboTKH,
NPEIOCTABIICHUSI, PaCIPOCTPaHEHUs WMH(OpPMAIMK W CIOCOOBI OCYIIECTBIICHHS] TAaKUX IPOIIECCOB H
METOJIOB.

Hcnonb3oBaHue NepPCOHAJBHBIX JAAHHBIX — JCWCTBUS (ONepaluu) C [EePCOHATBLHBIMU
JAaHHBIMH, COBEpLIAEMbIE ONEPATOPOM B LEISAX NPUHATUS PEILIEHUH WIM COBEPILIEHUS HHBIX
JNEHCTBUH, MOPOXKIAIONNX IOPUINYECKUE IMOCIEICTBUS B OTHOUICHHH CyOBEKTa MEepCOHATBHBIX
JAHHBIX WIM JPYTUX JUI JU00 WHBIM 00pa3oM 3aTparvBaloOUIMX IpaBa W CBOOOABI CyOBEKTa
MEPCOHAJIBHBIX JTAHHBIX WIH IPYTUX JIULL.

Hcrounnk yrpo3bl 6e30nacHOCTH HMH(OPMALMHU — CyOBEKT JOCTYId, MarepUaIbHbIA OOBEKT WU
(u3HIIecKoe sIBICHUE, SRISTONIAECS PIYMHON BO3HUKHOBEHUS YTPO3bl 0€301aCHOCTH WH(POPMALIUH.

KoHTposmpyemast 30Ha — POCTPAHCTBO (TEPPUTOPHS, 3AHUE, YACTh 3IaHHs, TIOMEIICHUE), B KOTOPOM
UCKITFOYEHO HEKOHTPOJIMPYeMOe MpeObIBaHKE IMOCTOPOHHKX JIWII, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U
HHBIX MaTCpUaIbHbIX CPCACTB.

KoHpuneHIuaIbHOCTh NMEePCOHATBHBIX JTAHHBIX — 00S3aTeIbHOE JIJII COOMIONICHUSI OIeParopoM HITH
WHBIM TIOJYYMBIIMM JIOCTYIl K TIEPCOHATBGHBIM JIAHHBIM JIMIIOM TpeOoBaHWE HE JOMyCKarb MX
pacripocTpaHeHre 0e3 comiacusi CyObEKTa IEpCOHATIBHBIX MJAaHHBIX WM HAIMYMS WHOIO 3aKOHHOTO
OCHOBAHHSI.

Me:xceTeBoil 3KpaH — JIOKaJbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHATBHO-PACIIPENICTICHHOE
nporpaMMHoe (TIPOrpaMMHO-aIIapaTHOE) CPENICTBO (KOMILIEKC), peaii3yroliiee KOHTPOIb 3a HH(opMaIHei,
MOCTyMamed B WHOOPMALMOHHYIO CHCTEMY T[E€PCOHANBHBIX JaHHBIX W (WIM) BBIXOAAIICH U3
MH()OPMAITMOHHOM CHCTEMBI.

Hapymmmresqb  0€30I1aCHOCTH  NIEPCOHAVIBHBIX JAHHBIX —  (DM3UYECKOE JIMILO, CIy4aiHO WM
NpeTHAMEPEHHO COBEpLIAIOLIee JEHCTBUS, CIEACTBUEM KOTOPBIX SIBIISETCS HapylleHHe Oe30MacHOCTH
MIEPCOHATIbHBIX JIAHHBIX IPU MX 00pabOTKe TEXHUYECKUMM CpPEICTBaMM B MH(OPMAIMOHHBIX CHUCTEMAx
NIEPCOHAIBHBIX TAHHBIX.

HeaBromarn3upoBaHHasi 00padoTka NMepPCOHAIbHBIX AAHHBIX — 00paboTKa MEPCOHAIBHBIX
JAHHBIX, COAepKAIIUXCS B UH(POPMALIMOHHON CHCTEME MEPCOHATbHBIX JaHHBIX MO0 M3BIECUYEHHBIX
U3 TaKOW CHCTEMBI, CUMTAETCS OCYLIECTBICHHON 0€3 HCIOJb30BAaHHUS CpPEACTB aBTOMAaTHU3aLUU
(HEeaBTOMaTU3WPOBAHHOI), €CIIM TaKue AEUCTBUS C MEPCOHAIbHBIMU JaHHBIMHU, KaK MCII0JIb30BaHUE,
YTOYHEHHUE, PAacIpOCTpaHEHHE, YHUUTOXKECHUE NEPCOHAIBHBIX JaHHBIX B OTHOLIEHWM Ka)KIOTO M3
CyOBbEKTOB EPCOHAIBHBIX JAaHHBIX, OCYLIECTBIISIOTCS IPU HEMOCPEICTBEHHOM YYaCTHH YeJIOBeKa.

HenexsiapupoBaHHble BO3MOKHOCTH — (PyHKIIMOHAIBHBIE BOSMOXKHOCTH CPE/ICTB BBIYHCIHTEIHHOM
TEXHUKH, HE OIMMCAHHBIC WM HE COOTBETCTBYIOIIME OMMCAHHBIM B JOKyMEHTAIMH, MPH HCIOIb30BAHUU
KOTOPBIX BO3MOKHO HapyIieHHe KOH(PHIEHIMATbHOCTH, JOCTYITHOCTH MITH LIEIOCTHOCTU 00pabarhiBaeMoit
uH(pOpMaLIUH.
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HecaHKIMOHMPOBAHHBIH J0CTYN (HECAHKIMOHUPOBAHHBIE NEHCTBHUS)— JOCTYyN K MH(pOpMALIN
WM JISWCTBUS ¢ HMH(OpMAIMel, Hapyllaroliie MpaBuia pasrpaHMYeHHs] JTOCTYIa C HCIOJIb30BaHHUEM
IITATHBIX CPEZICTB, MPENOCTABIIEMBIX MH()OPMAIIMOHHBIME CUCTEMaMH NEPCOHANIBHBIX TAHHBIX.

Hocurens ungopmanmm — drzuueckoe MO WM MaTepualibHbIl OOBEKT, B TOM YHCIEe (PU3HYECKOe
T0J1e, B KOTOPOM MH(OPMAIHS HAXOAUT CBOE OTPAyKEHHE B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUUECKHX
PEILIEHHI U MTPOLIECCOB, KOMMYECTBEHHBIX XapaKTEPUCTUK (HU3MUECKUX BEIUYUH.

O0e3iMYUBaHNEe MEPCOHATBHBIX JAHHBIX — JCHCTBUs, B pE3ylabTare KOTOPBIX CTAHOBUTCS
HEBO3MOXKHO 0€3 HMCIOJIB30BaHMs JOMOJHUTEIbHOW HMH(POPMAIIMH OMNPEACIUTh MPUHAIIEKHOCTh
NEPCOHAJIbHBIX JAHHBIX KOHKPETHOMY CYOBEKTY IEPCOHAIBHBIX IaHHBIX.

O0padoTKa NMepPCOHABLHBIX IaHHBIX — JIF000€ JIelicTBHE (OTepalys) Wik COBOKYITHOCTb JCHCTBUI
(orepariuii), COBEpIIACMBIX C WCIIOIB30BAaHUEM CPE/ICTB aBTOMATHU3AIMU WM 0€3 WCIIONb30BAHMS TAKUX
CPEICTB C MEPCOHANBHBIMU JIAaHHBIMH, BKITFOYasi cOOp, 3alliCh, CUCTEMAaTH3alMIO, HAKOIUICHUE, XpaHEHHE,
yTouHeHue (OOHOBJICHME, HM3MEHCHHE), W3BJICUCHUE, HCIIONb30BAHME, Tiepenady (pacrpoCTpaHEHHE,
NpeIOCTaBlIeHNe, JOCTYI), 00e3UYMBaHUE, OJOKUpPOBAHUE, yAaleHHe, YHUUYTOKEHHE IEepPCOHAIBHBIX
JAHHBIX.

O0menocTynuble  NMepCOHAJbHbIE  JaHHBbIE —  I[IEPCOHAJbHBIE  JaHHBIE,  JOCTYI
HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPBIM IIPEIOCTAaBICH C COIIacusi CyObeKTa HepCOHAIbHBIX
JaHHBIX HWJIM HAa KOTOPBIE B COOTBETCTBHU C ()elepalbHBIMU 3aKOHAMH HE pPACIpOCTPaHICTCS
TpeGoBaHuE COONMIOCHNS KOH(UACHIINAIEHOCTH.

Oneparop (epCcOHAJBHBIX [JaHHBIX) — TOCYJAPCTBEHHBbI OpraH, MYHHUIMIIAIBHBIA OpraH,
FOPUIMYECKOE WIH (PU3UYECKOE JIMLIO, CAMOCTOSITENBHO MIIM COBMECTHO € JPYTHMMH OpraHu3yoLIee 1 (WIIH)
OCYILIECTRILIONIEE 00pabOTKy IEpCOHANBHBIX JAHHBIX, a TAKKE OMNPENEIHIONME LEeId 00pabOTKH
HEPCOHAIBHBIX JJAHHBIX, COCTAB NIEPCOHANIBHBIX JAaHHBIX, MOVISKAIIMX 00paboTKe, AeHCTBUSA (Onepalyn),
COBEPIIIAEMBIE C IIEPCOHAILHBIMU JIAHHBIMU.

Texnuueckue cpeacrBa HHGOPMAIMOHHOW CHCTEMbI TMEPCOHAJBHBIX [AHHBIX — CPEICTBA
BBIUHCITUTEIBHON TEXHHUKH, WH(OPMAIIOHHO-BBIYUCITUTEEHBIE KOMIUIEKCHI U CETH, CPEJICTBA M CHCTEMBI
nepefady, npuema u obpaborku II/[H (cpemctBa M cuCTeMBbl 3BYKO3AIIMCH, 3BYKOYCHIJICHHS,
3BYKOBOCIIPOM3BENICHHS, TIEPETOBOPHBIE ¥ TEJIEBU3MOHHBIE yCTPOMCTBA, CPEICTBA W3TOTOBJICHUS,
TUPAKUPOBAHKS TOKYMEHTOB U JIPyTHe TEXHUUECKUE CPesIcTBa 00pabOTKH peyeBoi, rpaduueckoid, BUIeo- u
OyKBeHHO-IIM(PPOBOM MH(POpPMAIIMK), TIPOrPaMMHBIE CPENCTBA (OMEPAIMOHHBIE CHUCTEMBI, CHCTEMBI
yIpaBlieHHs1 6a3aMH JTaHHBIX U T.I1.), CPECTBA 3alUThl MH(OPMALMH, TPUMEHsIeMble B UH(OPMAIIMOHHBIX
CHCTEMaX.

IlepexBar (MHoOpMamUM) — HEMPABOMEPHOE IMONy4YeHHE HWHOOPMAIMH C HCIOIb30BAHUEM
TEXHUUYECKOTO CPEJICTBA, OCYIIECTBISIONIETO OOHApYKEHUE, MPUEM B 00pabOTKy MH(POPMATUBHBIX
CUTHAJIOB.

IlepconanbHuble aaHHBbIE — JF00ass WHGOPMALUS, OTHOCAIIASACS K TMPSMO WM KOCBEHHO
OTIpe/IETICHHOMY WJIU oTipeniessieMoMy (hru3ndeckoMy JHIy (CyObeKTy MepCOHaIbHBIX JaHHBIX).

IToGouHbIE JJCKTPOMAIrHUTHBIC H3JIYYCHUS H HABOIAKH — OJOJICKTPOMAIHUTHBIC H3JIYUYCHUA
TCXHUYCCKUX CpCACTB 06p8.60TKI/I 33.IJ_II/IIJ_IaCMOI\/'I I/IH(bOpMaI_II/II/I, BO3HHUKAIOIIHNE KakK IMOOOYHOE
SBJICHUC W BBI3BAHHBLIC JJICKTPUYCCKMMU CHUI'HAJIaMU, }IGI)'ICTBYIOHIHMI/I B HUX OJOJICKTPUUCCKHUX H
MAaruuTHBIX MLCIAX, a TAKKE 3JICKTPOMAIHUTHBIC HABOAKHW 3TUX CHUIHAJIOB Ha TOKOIIPOBOAAMIUC
JIMHUHA, KOHCTPYKIUH U LCTIU ITUTAHUA.

IHonMTHKA «YMCTOrO CTO/IA» — KOMIUIEKC OPTAaHU3ALMOHHBIX MEPOIPHUATHI, KOHTPOJIHUPYIOITUX
OTCYTCTBHE 3allUChIBAaHUSA Ha OyMa)KHbIE HOCHUTENH KJoued u arpulOyToB ngoctymna (maponeil) u
XpaHEeHUs! X BOIU3U 0OBEKTOB JTOCTYTIA.
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IHoab30BaTenb HHPOPMALNMOHHONH CHCTEMbI MEPCOHATbHBIX JAHHBIX — JIMII0, YYaCTBYIOIIEE
B (YHKLIHOHHPOBAHUN HH(MOPMALMOHHON CHUCTEMBbl MEPCOHAJBHBIX JAHHBIX WJIM HCIOJB3YIOIIee
pe3ynbTaThl e¢ PyHKIMOHUPOBAHHUS.

IlpaBuia pa3rpaHuyeHusi J0OCTYNA — COBOKYITHOCTh MPaBUJI, PEIIAMEHTHPYIOIIMX IpaBa
JO0CTyIa CyOBEKTOB TOCTyIAa K 00BEKTaM JOCTYyIA.

IIporpamMHasi 3aKjagKa — KOJ IpPOTrpaMMbl, IIPEJHAMEPEHHO BHECEHHBI B MpOrpamMMmy C
LEJIbI0 OCYIIECTBUTh YTEUKY, I3MEHHUTb, OJIOKHMPOBATh, YHUUTOXKUTH WH(OPMAIUIO UIH YHUUTOXKUTH
U Moau(uIupoBaTe HpOrpaMMHOE obecreueHre HH(OPMALMOHHON CHUCTEMBl MEepPCOHAIBHBIX
JTaHHBIX U (WIKM) OJOKUPOBATh armnapaTHble CPEeaCTBa.

IIporpaMmmHoe (MPOrpamMMHO-MaTeMATH4YeCKOe) BO3lAelCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICHCTBHE Ha PECYpChl aBTOMATU3MPOBAHHONW WH(GOPMAIIMOHHOW CHCTEMBI, OCYIIECTBISIEMOE C
HCIOJIb30BAHNEM BPEJOHOCHBIX TPOTPAMM.

PaCKprTI/Ie MEPCOHAJIBHBIX JAaHHBIX — YMBIIUICHHOC  HWJIU cnyqaﬁﬁoe HapyuIcHue
KOH(l)I/I,I[CHI_[I/IaJIBHOCTI/I MEpCOHAJIbHBIX JTaHHBbIX.

PaCHI)OCTpaHeHI/Ie NEePCOHAJIBHBIX JAHHBIX — HCﬁCTBHﬂ, HallpaBJICHHBIC Ha pPAaCKPLITHC
MNEPCOHAJIBbHBIX JAHHBIX HCOMPECACICHHOMY KPYT'Y JIMI]

Pecypc nndopmaumoHHoil cuCTeMbI — IMEHOBAHHBIA JIEMEHT CUCTEMHOTO, MPUKJIATHOTO WJIU
anmnapaTHoro obecrnedeHus (yHKIIMOHUPOBAHUS HH(OPMAIIOHHON CHCTEMBI.

CrnenmnajibHble KATETOPHU NMEPCOHAJBHBIX JAHHBIX — IIEPCOHAJIbHBIE JaHHbIE, Kacaroluecs
pacoBoil, HalMOHAJIbHOW MPUHAMIEKHOCTH, IOJUTHYECKUX B3IVISAOB, PEIUTHMO3HBIX WIN
¢mrocodhckux yOeKIEHUNA, COCTOSHHS 37J0POBbS M WHTHMHOHM XH3HH CyOBEKTa IMEPCOHAIBHBIX
JlAHHBIX.

CpencrBa BbIYMCIUTEIBLHOW TEXHMKH — COBOKYITHOCTb IIPOIPAMMHBIX M TEXHHUUYECKHX JIEMEHTOB
CHCTEM OOpabOTKU JaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATH CAaMOCTOSATENLHO WM B COCTaBE APYTHX
CHCTEM.

CyobekT aocryna (Cy0bekT)— JIMII0 WIM TIPOIECC, JEUCTBUS KOTOPOTO PENIaMEHTUPYIOTCS
MpaBUJIaMU pa3TpaHUYEHUs JOCTYTA.

TexHnyeckunii KaHaJl yTedkH HH(OPMALMM — COBOKYIHOCTh HOCUTENsS MH(pOpMalmy (Cperncrsa
00paboTKN), (HUBMUYECKON Cpebl pachpocTpaHeHrs MH(OOPMATUBHOTO CUTHAJIA U CPENCTB, KOTOPHIMHU
JoObIBaeTCs 3auinaemMas nHgopmarus.

TpancrpannyHasi nmepeaadya INepPCOHAJbHBIX JAHHBIX — Iepefaya MEePCOHAIbHBIX JIaHHBIX
oneparopom depe3 locynmapcTtBeHHyro rpanuny Poccuiickoii @enepauuu oOpraHy  BJIacTH
WHOCTPAaHHOTO TOCYAapCTBa, (PU3NUECKOMY WIIH IOPUINYECKOMY JIUIY HHOCTPAHHOTO TOCY/IapCTBa.

Yrpo3bl (6€30NMaCHOCTH MEPCOHAIBHBIX IAHHBIX — COBOKYITHOCTh YCJIOBHH M (DaKTOPOB, CO3IAFOIIAX
OIMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CIIy4aifHOro, JOCTyNa K TIePCOHATBHBIM JTAHHBIM,
pe3ylibTaToM  KOTOPOTO  MOMKET CTarb YHHUUTOKCHHWE, W3MEHEHHe, OJIOKMpOBAaHWE, KOIMPOBAHHE,
pacrpoCTpaHeHHe TEePCOHAIBHBIX JaHHBIX, a TAaKKe HMHBIX HECAHKIIMOHMPOBAHHBIX JEUCTBUN TIPU UX
00paboTke B MHGOPMAITMOHHON CUCTEME TIEPCOHATBLHBIX JJAHHBIX.

YHuUTOKEHHEe TEePCOHAJIBHBIX [AHHBIX — JICHCTBUS, B PE3Y/IbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUThH COJIEPYKaHUE TIEPCOHANTBHBIX JIAHHBIX B MH(OPMAIIMOHHON CHUCTEME MEePCOHATBHBIX TaHHBIX
WU B PE3YIIETATE KOTOPBIX YHUYTOXKAIOTCSA MAaTCPHUAJIBbHBIC HOCUTEIIN MMEPCOHAJIBHBIX JaHHBIX.
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VYTeuka (3amumaeMoil) WHQOpPMAIMM MO TEXHUYECKMM KAHAJAM — HEKOHTPOJIUPYEMOe
pacrpocTpaHeHre MHGOPMAITMA OT HOCHUTEIIS 3aluIacMor MHGOpMaK 4depe3 (PU3HUECKyI0 cpemy 10
TEXHUYECKOTO CPE/ICTBA, OCYILIECTBILIOIIETO IepexBaT HH(POPMALIUH.

Ysa3BuMocTb — €1a00CTh B CPENCTBAX 3aIIMTHL, KOTOPYIO MOXKHO HCIIONIB30BATh Il HapylIeHUsS
CHCTEMBbI MJTH COTIepyKaIieiics B Helt MH(opMaIHy.

HenoctHocts  uHGOpMAIMM —  CIIOCOOHOCTH ~ CPEICTBA  BBIYMCIMTENIBHOW  TEXHUKU WU
ABTOMAaTU3UPOBAHHON CHCTEMbI 0OECIIEeUNBaTh HEM3MEHHOCTh MH(OPMALIMH B YCIIOBUSIX CIy4alfHOTO /WU
MPeTHAMEPEHHOTO UCKKEHHS (paspyIleHus ).
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MD
HCO
oC
I11n
[IMB

I10

[IOMHH

CA3
c3u
C3I1In
COB

TKYU

VB

OBO3HAYEHUA U COKPAIIIEHU A

— aHTUBUPYCHbIE CPEACTBA
— aBTOMATU3MPOBaHHOE paboyee MECTO

— BCIIOMOTaTeIbHbIE TEXHUYECKUE CPEJICTBA U CUCTEMBI

— MH(POPMALMOHHAS CHCTEMA TTePCOHATIBHBIX JAHHBIX

— KOHTpOJIMpyeMasi 30Ha

— JIOKaJIbHAasl BBIYUCIIUTENIbHAS CETh

— MEKCETEBOM dKpaH

— HECAaHKIIMOHUPOBAHHBIM JTOCTYII

— OIlepalMOHHAsI cUcTeMa

— [IEPCOHAJILHBIE JTAaHHbIE

— [IPOrPaMMHO-MaTeMaTH4yeCcKoe BO3AECHCTBHE

— MporpaMMHoOe o0ecredeHre

— NOOOYHBIE EKTPOMATHUTHBIE U3ITyYEHHUS 1 HABOIKU

— CHCTEMa aHaJIM3a 3aIIULIEHHOCTU

— Cpe/CTBa 3alluThl HUH(pOpMauu

— cucrema (MOICUCTEMA) 3aIUThl IEPCOHATBHBIX JaHHBIX
— cuctemMa oOHapy>KeHHs BTOPKEHHH

— TEXHUYECKUE KaHAJTbl yTEUYKU MH(POpMALIIN

— yIpo3bI OE30MACHOCTH MEPCOHATHHBIX TAHHBIX
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BBEJEHUE

Hacrosimas [Tonutrka nndopmannonnoit 6ezonacuoctu (nanee [omauruka) MBJIOY «/lerckuit
can Ne 201» (manee — YupexaeHue) sBisieTcss opuIinaaIbHbIM TOKYMEHTOM.

[Tonutuka pazpaboTaHa B cooTBeTCTBUM ¢ TpeOoBaHusiMu DenepanabHOro 3akoHa OT 27 MIONA
2006 1. Ne 152-@3 «O mepcoHalbHBIX JaHHBIX» W TocTaHoBieHus [IpaButenscrBa Poccuiickoit
Oenepanun ot 1HOsIO0ps 2012 . Ne 1119 «O6 yTBepx)aeHUU TpeOOBaHUN K 3aIIUTE MEPCOHATBHBIX
JaHHBIX TpU HX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JaHHBIX», Ha
OCHOBaHUHU:

- «Pexomenmanuii mo odecreueHnIo 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe
B HMH(QOPMAIMOHHBIX CHUCTEMax NEPCOHANBHBIX JAaHHBIX», YTBEPXKICHHBIX 3aMECTHTEIIEM
nupexkropa @CTIK Poccum ot 15.02.2008 .,

- «TunoBeix TpeOoBaHMI 1O oOpraHu3alMu W oOecredYeHHI0  (QYHKIMOHUPOBAHUS
MU (pPOBATBHBIX (KPUNTOTpaUUecKnX) CPEACTB, MpeAHA3HAYCHHBIX JUTA 3alUTHl HH(OpMauu, He
coziepyKaliel CBeIeHH, COCTABISIOMNX FOCYIapCTBEHHYIO TaifHy B Cllydae M3 HCIIOJIb30BaHUS IS
obecriedeHrs: 0€30MaCHOCTH TEPCOHAJBHBIX JAHHBIX MPH WX 00paboTke B HMH(GOPMALMOHHBIX

CUCTEMAax IEpPCOHANBHBIX MJAHHBIX», YTBEPKIEHHbIX pykoBoicTBoM 8 Ilentpa ®CBH Poccumn
21.02.2008 1. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpeboBanusi k mnepconany WCII/IH, cTemeHb OTBETCTBEHHOCTHU
MepCoHANa, CTPYKTypa M HEOOXOAWMBIA YpOBEHb 3alUIICHHOCTH, CTAaTyC W JIOJDKHOCTHBIE
00513aHHOCTH COTPYJHUKOB, OTBETCTBEHHBIX 32 0OecrieueHne 0e30MacHOCTH MEPCOHATBHBIX JAHHBIX
B UCII/IH Yupexaenus.
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1 O6wmue nonoxennsn
Ienbro Hacrosmie [ToauTuku sBisieTcs odecreueHne 0€30MaCHOCTH 00BEKTOB 3aIlHUThI

VYupexaeHus OT BCEX BHIOB Yrpo3, BHEIIHUX H BHYTPCHHHX, YMBINUICHHBIX H
HenpeJHaMEepEeHHbIX, MUHUMU3allUs yiiepoa oT BO3MOXKHOM peanu3anuu yrpo3 0ezonacHoctu [1/1n
(YBILR).

be3omacHocTh NEpCOHAJIbHBIX JaHHBIX JOCTHUTaCTCA IIyTeM HNCKIIOYCHUA
HCCAaHKIOMOHHUPOBAHHOI0, B TOM YHCIEC CJ'Iy‘I&fIHOFO, A0CTyIla K IICPCOHAJIBHBIM JaHHbBIM,
PE3YJIbTaTOM KOTOPOro MOXCET CTAaTb YHHUUYTOXKCHHUC, M3MCHCHUC, 6JIOKI/Ip0BaHI/IC, KOIIMPOBAHUC,
pacinpocCTpaHCHUEC IIEPCOHATIBHBIX TaHHBIX, 4 TAKXKC NMHBIX HCCAHKIIMOHUPOBAHHBIX HeﬁCTBHfI.

Wudopmarus U cBA3aHHBIE C HEW peCypchl JAOJDKHBI OBITH JTOCTYIHBI JJISi aBTOPH30BAHHBIX
nojb3oBareneil. JIoJKHO OCYyIECTBIATHCS CBOEBPEMEHHOE OOHApyKEHHE U pearupoBaHHE Ha
VYBII/IH.

I[OJDKHO OCYHICCTBIATHECA NPCAOTBPAILICHHUC MPEAHAMCPCHHBIX WA CJIy‘-IElﬁHLIX, HJaCTUYHBIX
HJIN ITOJIHBIX HCCAHKITUOHHUPOBAHHBIX MOI[I/I(i)I/IKaI_II/Iﬁ HJIN YHUYTOXCHUS NICPCOHAJIBHBIX JaHHBIX.

CocraB OOBEKTOB 3alIWTHI IpejacTaBieH B [lepeuHe mepcoHaIbHBIX TaHHBIX, YKa3aHHOMY B
[Tonoxxernu 06 00pabOTKE MEPCOHAIBHBIX JTAHHBIX.

Cocra UCII/IH, moanexamux 3amluTe, MNPEACTaBiIeH B AKTe O0O0CIeIOBaHUSA TEKYIIEro
COCTOSIHMSI TEXHUUYECKOH 3alUThI EPCOHATBHBIX JaHHBIX.
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2 Ob6aacthb nelcTBuA

TpeOoBanust Hacrosmiel [loaMTUKKM PacpOCTPAHSAIOTCS HA BCEX COTPYAHHMKOB YUpPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, DPAOOTAIOIIMX II0 KOHTPAKTY M T.I.), a TaKKe BCEX IPOYUX JIUII
(moxpsAAYMKH, ayIUTOPHI U T.IL.).
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3 CucremMa 3alMThl MNEPCOHAJIBHBIX TaHHBIX

Cuctema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1IH), cTpouTcst HAa OCHOBaHUMU:

- AKTa 00cne10BaHus TEKYILETO COCTOSHUS TEXHUYECKON 3alUThl IEPCOHAJIbHBIX JaHHbIX;
- [lepeuns nepcoHanbHbBIX JaHHBIX, TOAJEKAIINX 3ALIUTE;

- AKTOB KJaccu(pUKaIMi UHPOPMALIMOHHBIX CUCTEM NEPCOHANIBHBIX JaHHbIX;

- YacTHbIX MoJielell akTyalbHBIX YIpo3 U BeposiTHoro Hapymurens MCITH;

- [TonoxeHnus 0 pa3srpaHUYeHUH IpaB AOCTyIA K IEPCOHAIBHBIM JaHHBIM;

- PykoBonsmux gokymentoB @CTIOK u ®Ch Poccum.

s obecnevennst 3ammtel UCIT/IH HEoOX0omuMo coOroieHne OpraHU3allMOHHO-TEXHHYECKUX
Mep. AIMuUHHUCTpanuen odecriednBaeTcsi 6€30IacHOCTh NMEPCOHATBHBIX TaHHBIX B COOTBETCTBUU C
HEO0OXOMMBIM YPOBHEM 3aIlIUIIEHHOCTH, KOTOpasl onucaHa B TeXHMYECKOM 3aJlaHUM Ha CO3/IaHHE
cuctembl 3amuTel A UCIIAu. B Yupexxaenun omnpeneneHbl akTyalbHbIE YTPO3bl 0€30MaCHOCTH

II/TH, xoropble omucaHbl B YacTHOM MOJENM AaKTYalbHBIX YI'PO3 M BEPOSTHOIO HapyIIMTEI
NCTI/n.

[Ton akTyanbHBIMM  yrpo3aMu  O€30MaCHOCTHM  NEPCOHAIBHBIX  JAHHBIX  [TOHHUMAaeTcs
COBOKYITHOCTb YCIIOBH U (PAKTOPOB, CO3/IAIOUINX AKTYyaJbHYIO OIACHOCTh HECAHKIIMOHUPOBAHHOTO,
B TOM UYHCIIe CIy4yailHOro, JOCTyla K IIE€pCOHAJbHBIM JaHHBIM IIpH HX 00paboTke B
MH(OPMAIIMOHHON CHCTEME, PpE3YJIbTaTOM KOTOPOrO MOTYT CTaTb YHUYTOXKEHUE, HU3MEHEHHUE,
OJ0KMpOBaHUE, KONMPOBAHUE, NPEAOCTaBIEHHE, PACIPOCTPAHEHUE IEPCOHAIBHBIX IAHHBIX, a
TaK)K€ UHbIE HEIPABOMEPHBIE JCHCTBUSL.

Yrpo3el 1-ro THHa akTyanbHbl Ui UHMOPMALMOHHOW CHUCTEMBI, €CJIM JJIs HEee B TOM YHUCIIE
aKTyaJlbHbl YTPO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIEKIapUpPOBaHHbIX)
BO3MOYKHOCTEH B CHCTEMHOM HPOrpaMMHOM OOECIEYEHUH, HCIOIb3yeMOM B HH(OPMAIMOHHON
CUCTEME.

Yrpo3bl 2-ro THNA akTyaldbHbl Ui UHMOPMALMOHHOW CHUCTEMBI, €CIM JJIs Hee B TOM YHUCIIE
aKTyaJbHbl YTPO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIEKIapUpOBaHHbIX)
BO3MOYKHOCTEW B NPHUKJIAJHOM NPOTPaMMHOM OOECHEYEHUH, MCIIOJIb3yeMOM B MH(OPMAIMOHHOMN
CUCTEME.

VYrpo3sl 3-ro THMa akTyaslbHbl Ui MH(GOPMALMOHHOM CHUCTEMBI, €CIHM JUIsl HEe aKTyaJbHBI
YTPO3bl, HE CBSI3aHHBIE C HAIMYMEM HEIOKYMEHTHPOBAHHBIX (HEACKIAPUPOBAHHBIX) BO3MOXKHOCTEN
B CUCTEMHOM U IPHKIAIHOM MPOrpaMMHOM OOECIEYEeHUH, UCIOIb3yeMOM B HMH(OpMaMOHHON
CUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB OIpeAesaeTcss HeoOXOMUMbBIA YpoBeHb 3ammuineHHoctu [1/1x
kaxaoi UCIAn Yupexnenus. Ha ocHOoBaHMM aHanM3a akTyaldbHbIX yrpo3 Oezomacnoctu IT/IH,
ONMCAaHHOTO B YacTHOW MO aKTyalbHBIX yrpo3 U BeposaTHoro Hapymurens UCIIIH n OTtyera o
pesyibTatax MpOBEICHHs BHYTPEHHEW NpOBEpKe, [eNaeTcs 3aKIoueHHe O HeoOXOAUMOCTH
MCIIOJIb30BaHUSI TEXHUYECKUX CPEACTB M OPraHM3allMOHHBIX MEPOIpPHUATHI g olecnedeHus
6e3onacHoctu [1/[H. BriOpanHbIe HEOOXOMMBIE MEPOIIPUTHS OTpakatoTcs B [1nane meponpusituit
I10 3aLIUTE NEPCOHAIBHBIX JaHHBIX.

Jns xaxnoit UCIT[IH nomkeH OBITh COCTABJIEH CIHUCOK HCMOJIb3YeMbIX TEXHHYECKHX CPEICTB
3alUTHl, @ TaK ke MpOrpaMMHOro obecredeHus, ydacTBytouiero B oOpabotke II/lH, Ha Bcex
anementax UCII/IH:
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- APM mnonbk30Barenei;
- CepBepa IpUIIOKEHHIA,
- CYB/;

- Ipanuna JIBC;

- KanasioB nmepenaun B ceTH 0OIIETO MOJIb30BaHUS M (MIJIH) MEXITYHAPOIHOTO OOMEHa, €CIu 110
HuUM nepenarorcs [1/1H.

B 3aBucumoctu ot ypous 3amuiieHHocTH WCII[IH u axtyaneHbix yrpos, C3II[n moxet
BKJIIOYATH CJIEAYIOIINE TEXHUYECKUE CPECTBA:

- aHTUBUPYCHBIC CPEIICTBA JIJIsl pabOYMX CTAHIIMH MOJIb30BaTeIei U CEPBEPOB;
- CpeJICTBA MEKCETEBOI0 SKPAaHUPOBAHUS;

- cpeacTBa KpunTorpapuueckod 3amuThl HH(QOpMANWW, MPH NepeAade 3allyiiaeMoi WH- -
(dbopmManuu 1Mo KaHajiaM CBSI3U.

Tak e B CIHUCOK JOJDKHBI ObITh BKIIIOUEHBI (DYHKLUH 3aLIUTHI, 00eCHeUynBacMble IITAaTHBIMU
cpeactBamu  obpaborku [1/ln  omepammonueiMu cuctremamu (OC), mnpukinamgaeiMm 10 u
CHelHaIbHBIMM KOMIUIEKCAMM, DPEaIU3YIOLUIMMH cpeacTBa 3amuTbl. Crnucok (QyHKIMHA 3aIiuThI
MOJKET BKJIHOUATh:

YIPaBICHUE U Pa3rpaHUYEHUE JOCTYIIA I10JIb30BaTEIIEH;
PETUCTPAINIO B yUeT IeHCTBUI ¢ nH(pOpMannei;

- o0ecrieynBarh 1EJIOCTHOCTD JAHHBIX;

- IPOU3BOJUTH OOHAPYKEHUI BTOPKEHHH.

CHHCOK MCIOJIb3yeMbIX TEXHHUECKUX CPENICTB oTpaxkaeTcsi B [lnaHe Meponpustvii mo 3amure
MEPCOHANIbHBIX JaHHBIX. CIIMCOK MCHOJIB3YEMBIX CPEICTB JOKEH MOAJIEPKUBATHCSA B AKTYaJIbHOM
coctossunu. [IpM M3MEHEHHHM CcOCTaBa TEXHUYECKUX CPEeACTB 3amuThl uiu snmeMmentoB WCII/IH,
COOTBETCTBYIOIIIUE M3MEHEHUs JOJMKHBI ObITh BHECEHBI B CHHCOK M yTBEPXKACHBI 3aBEIYHOIINM
VupexxieHust Wiy JUIOM, OTBETCTBEHHBIM 3a oOecrieuenue 3amuthl [1/1H.
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4 TpeooBanus k nogcucremam C3I1/1n

C3I11u BKiIIOUAET B c€0s CIICAYIONINE TIOACHCTEMBI:

- yIIpaBJIeHUs TOCTYTIOM, PETUCTPAIUU U YUETa;

- obecrieueHust LIeJIOCTHOCTH U IOCTYITHOCTH;

- aHTUBUPYCHOM 3alllUTHI;

- MEXCETEBOT'0 SKPaHUPOBAHUS;

- aHaJIM3a 3alUIIEeHHOCTH;

- 0OHapYXEHMSI BTOPKEHUI;

- KpUnTorpauueckoi 3aIuThl.

[Toncucrembr C3II/IH umerorT pa3nuyHblii QyHKUIMOHAN B 3aBUcHUMOcTH OT kiacca WCIIH,
OTIpEICNICHHOT0 B AKTE KIacCH(PHUKAUU HWH()OPMAIMOHHBIX CHUCTEM NEPCOHAIBHBIX JTaHHBIX.
Cnucok cootBerctBus ¢yHkumii moacucreM C3II[IH kiaccy 3allMIIEHHOCTH MPEICTaBICH B
[Tpunoxxenuu Ne 1.

41 IMoacucreMbl YHnpaBJIC¢HUA JOCTYIIOM, PErUCTPpAallUU U yU€Ta

IToncucrema ynpaBiieHHS JOCTYNOM, PErMCTpPalMd M ydeTa IMpeJHa3HayeHa IS peanu3aluu
CIenyromuX GyHKIHI:

- UACHTU(UKAIMN U IPOBEPKA MOIITMHHOCTH cyObekToB nocryna mnpu Bxoae B UCIH;

- I/I,I[CHTI/I(bI/IKaI_II/II/I TCPMUHAJIOB, Y3JIOB CCTH, KaHAJIOB CBA3H, BHCHIHHUX YCTPOﬁCTB 1o
JJOTM4Y€CKUM UMCHaM,

- UAeHTH(UKAIMKU TporpamMm, TOMOB, KaTajloros, (aiiyoB, 3amuceil, mojeil 3amuced 1o
WMEHAM,;

- perucTpanuu BXoJa (BbIXOAAa) CYOBEKTOB JOCTyma B CHUCTeMy (M3 CHCTEMBI), JHOO
perucTpanus 3arpy3Ku 1 HHULUATH3AIUN ONEePallMOHHON CUCTEMBI M €€ OCTaHOBA.

- pEerHcTpaluy TMOMBITOK JOCTyNa MPOTPAMMHBIX CPEACTB (IIpOrpamm, MPOIECCOB, 3aaad,
3a/laHuil) K 3alMIaeMbIM (aiinam;

- perucTpal TMOMBITOK JOCTYIa MPOTPAMMHBIX CPEICTB K TepPMHHAJIaM, KaHallaM CBSI3H, -
mporpammam, ToMaM, Karajoram, (aiisiaM, 3arucsiM, IMOJsIM 3aluCei.

[Toncucrema ympaBiieHUs: JOCTYIIOM MOKET OBbITh peaii30BaHa C MOMOIIBIO INTATHBIX CPENICTB
o6pabotku I11x (onepamuonnsix cuctem, npuioxenud 1 CYB/I). Tak ke MoxeT ObITh BHEIPEHO
CIELHATbHOE TEXHUUECKOE CPEACTBO MIIM UX KOMILJIEKC, OCYIIECTBIISIFOLINE AOIOTHUTEIbHbIE MEPHI
1o ayTeHTU(HUKauu U KOHTpo0. Hampumep, mpuMeHeHne eUHBIX XPaHWIUI YIETHBIX 3alicen
MONIb30BaTeNe ¥  PErUCTPAlMOHHONM WH(GOpMAIMU, UCIOIb30BaHUE OHOMETPHUUECKUX U
TEXHUYECKUX (C TTOMOIIIBIO AIEKTPOHHBIX MPOIMYCKOB) MEP ayTEHTU(UKAIIUN U APYTHX.

4.2 Toncucrema odecnedenust HeJOCTHOCTH M J0CTYITHOCTH

[Toncucrema obecrnedeHHs LEIOCTHOCTH M JOCTYMHOCTH IpelHa3HadyeHa A OOecreueHHs
1eI0CcTHOCTU U noctynHocty [1JIH, mporpamMHbIX u annapatHsix cpencts UCIIIn Yupexnenus, a
TakK >kK€ CPECTB 3aIlMThI, IPU CIIyYaifHON MM HaMepEeHHON MO (PHUKAIINY.
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[logcucrema  peanusyercs €  NOMOIIBIO  OpPraHU3alldd  PE3EPBHOIO  KOMUPOBAHUSA
00pabaThIBaEMBIX JaHHBIX, a TaK XKe pe3epBUPOBaHUEM KITtoueBbIX 351eMeHToB UCIT/IH.

4.3 IoagcucreMa aHTUBUPYCHON 3aIMThHI

[Toacucrema aHTUBUPYCHOM 3aIUTHI MPEHA3HAYEHA JIJIST 00ECIICYeHUs] aHTUBUPYCHOM 3aIIUThI
cepBepoB 1 APM nosnb3oBareneid UCITIn Yupexaenus.

CpencTBa aHTUBUPYCHOM 3alIUTHI PEIHA3HAYEHBI U1 PeAIN3aLUU CISAYIOMNX (PyHKIHMA:
- P€3UICHTHBIA aHTUBUPYCHBIA MOHUTOPHHT;
- AaHTUBHUPYCHOE CKAHUPOBAHUE;
- CKpUIIT-0JIOKMPOBaHMUE;

- IEHTPAJIM30BaHHYIO/YJAJICHHYIO0 YCTAaHOBKY/JIEUHCTA/UIALNIO aHTUBUPYCHOTO MPOAYKTaA,
HACTPOMKY, aIMUHUCTPUPOBAHKE, MIPOCMOTP OTYETOB M CTaTUCTUYECKOW MHQOpMaLUU MO padoTe
MPOAYKTA;

- aBTOMaTU3MPOBAHHOE OOHOBJICHHE AaHTUBUPYCHBIX 0a3;

- OrpaHMYCHHE TpaB IMOJb30BaTENsi HA OCTAHOBKY HCIOJHSEMBIX 3a7ad M HU3MCHEHUS -
HAaCTPOEK aHTUBHUPYCHOTO MTPOTPAMMHOTO 00ECIICUCHUS;

- aBTOMaTUYECKUM 3aIlyCK Cpa3y IOCIJIC 3arpy3Ku OnepaHHOHHOfI CHUCTCMBI.

[Toncucrema peanusyercsi MyTEM BHEAPEHUS CHEUUAIBHOTO aHTHUBHUPYCHOTO MPOrpaMMHOIO
obecrieuenus Ha Bce 3neMeHnTh UCIIJIH.

4.4 Moncucrema MesKCeTeBOro IKPAHMPOBAHUS

[logcucrema MeEXCETEBOTO AKPAaHHPOBAHMS MpPEAHA3HAUCHA Uil PEalM3aldH  CIEAYIOIINX
GbyHKIMA:

- (unbrpanuu OTKpBITOro M 3amudpoBaHHOrO (3akpbiToro) IP-Tpaduka mo cremyroumm
napameTpam;

- (pukcanuy Bo BHYTPEHHUX KypHaAJIaX MHPOPMALIUU O MPOXOJASAIIEM OTKPBITOM U 3aKpbIToM [P-
Tpaduke;

- I/I,I[CHTI/ICI)I/IKaI_II/II/I u ay'TeHTI/Iq)I/IKaI_[I/IIO AIMUHUCTpATOpa MECKCETCBOTO 3KpaHA IpHU €Iro -
JIOKAJIBHBIX 3aIlpoCax Ha JOCTYII;

- peructpanu BXoda (BLIXO,Z[B.) AIMUHUCTpATOPA MECIKCETCBOTO 3KpaHa B CHCTEMY (I/I3
CI/ICTGMBI) h115(e10) 3arpys3Kv 1 MHUIUAJIU3allu CUCTEMBI U €€ IPOIrpaMMHOI0 OCTaHOBA,

- KOHTPOJIS HEJIOCTHOCTH CBOEH MpOorpaMMHON U MH(POPMAIIMOHHOM YacTH;

- (pUIABTpALIMU MAKETOB CITY>KEOHBIX MPOTOKOJIOB, CITY)KALIUX JJIS TUATHOCTUKH U YIPaBICHHS
paboToii CEeTEBBIX YCTPOUCTB;

- UIBTpAlLMK C YYETOM BXOJIHOTO M BBIXOJIHOTO CETEBOro MHTep(delica Kak CpeACcTBO MPOBEPKU
MOJIJTMHHOCTH CETEBBIX aJIPECOB;

- perucCTpanv U yucTa 3alpallinBaCMbIX CCPBUCOB MIPUKIIATHOTO YPOBHS;
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- OJIOKMpPOBaHUS AOCTyNAa HEUACHTU(DUIIMPOBAHHOTO OOBEKTa WM CyOBEKTa, MOJUIMHHOCTD
KOTOPOTO NPH ayTeHTU(UKAIIMH HE TMOATBEPANIACh, METOJaMH, YCTOWYMBBIMH K IIEPEXBATY;

- KOHTPOJIA 3a CETEBOI aKTUBHOCTBIO HpI/IJ'IO}KeHI/Iﬁ u O6H3py>I(eHI/I$I CCTCBBIX aTak.

[Toncucrema peannsyercss BHEAPEHUEM IPOTPAMMHO-ANIIAPATHBIX KOMILIEKCOB MEXKCETEBOTO
sKpaHupoBaHus Ha rpanuue JICB, ki1accom He Huxe 4.

45 IToagcucremMa aHaau3a 3aIMILEHHOCTH

[Toncucrema aHanmmM3a 3alIMIIEHHOCTH, JOJDKHA OOECIEUMBATH BBISABICHUS YSI3BUMOCTEH,
cBs3aHHBIX ¢ ommOkamMu B KoHpurypamuu 10 WCII/IH, KOTOphIe MOTYT OBITH HCIIOJIB30BAHBI
HapyIIUTEIEM JUIS peaIu3aliy aTaku Ha CUCTEMY.

(DYHKHI/IOHBJ'I HOACUCTEMBI MOXET OBITE pc€ain30BaH IPOrpaMMHBIMU W IIPOIrpaMMHO-
arraparibIMU CPpCACTBAMMU.

4.6 Moncucrema oGHApyKeHUsI BTOP/KEHHI

[Toxcucrema oOHApYKEHUST BTOPIKEHUH, TOJKHA OOECIICYMBATh BBISIBICHUE CETEBBIX aTak Ha
anemenTsl VMCII/IH, moakitoueHHbIE K CeTAM OOLIEro MOJIb30BaHUS M (MJIM) MEXIYHapOIHOTO
oOmeHa.

CDYHKI_II/IOHaJ'I noACUCTCEMBI MOXKET OBITE pcalin30BaH IPOrpaMMHBIMU W IIPOIrpaMMHO-
arraparabIMU CPpCACTBAMMU.

4.7 Toacucrema KpunTorpagpuyecKoii 3auThI

[Toxcucrema xpunrTorpadguueckoil 3amuThl npeaHasHadeHa it uckmrodenus HCI x
samumaeMoit nHpopmarnmu B UCII[IH YupexneHus, py ee Iepenayu 1Mo KaHajlaM CBSI3H CEeTeH
00111er0 MOIB30BaHMS U (MJIN) MEXKTyHAPOIHOTO OOMEHA.

IToacucrema pealm3yeTCd BHCAPCHUEM  KPHUIITOT pa(I)I/I‘leCKI/IX MMpOorpaMMHO-aIIapaTHbIX
KOMIIJICKCOB.
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5 Mons3orarenn NCITdn

B UCII/Ix YupexaeHuss MOXKHO BBIJECINUTD CIEAYIOLIME IPYIIIbI [10JIb30BaTeNel, y4acTBYOIINX
B 00paboTke u xpanenuu [1/1x:

- Aagmunuctparopa UCII/x;

- Anmmunauctparopa 6ezonacHoctu UCTI/IH;

- Oneparopa APM;

- AIMUHHUCTpaTOpa CeTu;

- TeXHUYECKOTO CIEeHUATUCTA 110 OOCITY)KHBAHHIO TEPUPEPHITHOTO 000PYIOBAHUS;
- [Iporpammuct-pazpadorunk UCIT/IH.

JlaHHBIE O TpyIIax MOJB30BaTENAX, YPOBHE UX JOCTyNa U HH()OPMUPOBAHHOCTH JOJDKEH OBITh
orpaxkeH B IloyokeHnu 0 pasrpaHUYEHUH [IpaB JOCTYIIA K [IEPCOHAIbHBIM JaHHBIM.

5.1 Agmunucrparop UCIIAn

Anmunuctparop UCIIIH, coTpyaHUK YupeKAeHUs, OTBETCTBEHHBIN 3a HACTPOUKY, BHEAPEHUE
u comnpoBoxaenue HMCIIJIH, oOecneunBaeT (YHKIMOHMPOBAHUE IOJCUCTEMBI YIPaBICHUS
nocrynoM MCII[IH u ynoiaHOMOYEH OCYUIECTBIIATH NPEJOCTABIECHUE W pa3rpaHUYEHHE JIOCTYIa
KOHeuHoro nosb3oBaress (Oneparopa APM) k 3inemMeHTaM, XpaHsIIUM IEPCOHAIbHbIE JaHHBIE.

Anmvunuctparop UCIIIH o6nanaer cienyomuM ypoBHEM IOCTYNa U 3HAHUM:

- o0namaeT monHOW MH(pOpMaNKel 0 CHCTEMHOM M MPHUKIATHOM IPOTPaMMHOM 00ECTIeYeHUH
NCIIOx;

- o0najaet nonHoM nHpopmalueil o TexHudeckux cpeactBax u koHpurypauu UCIIH;
UMEET JOCTYI KO BCEM TEXHUYECKUM cpesicTBaM 00paboTku nHpopmanuu u jauasivM UCI/H;

- oOmajmaer mpaBaMH KOH(DUIYpHUPOBAHUS M AJMHHHUCTPATUBHON HACTPOMKU TEXHHUYECKUX
cpencts UCII/IH.

5.2 Agmunucrparop 6esonacuocru UCIIIn

Anmunuctparop 6Oe3omacHoctd  WCIIJIH, coTpyaHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkumonupoBanre C3I1/IH, BkiIouas oOCTy)XKMBaHHE U HACTPOMKY aIMUHHMCTPATHUBHOM,
CEpPBEPHON U KIIMEHTCKOW KOMITOHEHT.

Anmunuctparop 6e3onacHocti MCII/IH o6nanaer cieqyonmm ypoBHEM JOCTyIIA U 3HaHUI:
- oOnanaer npaBamu Aamunuctparopa UCIH;
- obmamaet nomHo# nHGopMmanueit 06 MCIIT/IH;

- IMEET JIOCTYN K CPEACTBAM 3aIIUTHI HH()OPMAIIHMH ¥ TIPOTOKOIMPOBAHUS U K YaCTH KITFOUEBBIX
anementoB MCII/IH;

- HC UMCCT IIpaB AOCTYyIIa K KOH(I)I/Il"ypI/IPOBaHI/IIO TCXHUYCCKHUX CPCACTB CCTU 3a UCKIIFOUCHUCM
KOHTPOJIbBHBIX (I/IHCHCKLII/IOHHLIX).

Anmunuctparop 6ezonacHoctu UCIIJIH ynonHomMoueH:
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- peayin30BBIBATh MOJIUTUKY Oe3omacHOCTH B yacTH HacTpoiiku CK3U, MexceTeBbIX KpaHOB U
CHCTEM OOHapYKEHHUs aTak, B COOTBETCTBHHU C KOTOPHIMHU NoJb30BaTens (Oneparop APM) nomygaer
BO3MOXKHOCTH paboTars ¢ anemenTamu MCII/1H;

- OCYHICCTBJIATh ayJUuT CPEACTB 3alllUThI;

- yCTaHABJIMBaTh JOBEPHUTEIbHBIC OTHOIICHHS CBOCH 3alUIEHHOHW CETH C CETSAMH JPYTuX
Opranusanui.

5.3 Oneparop APM

Omneparop APM, corpynHuk YupexnaeHus, ocymectsisitomuii oopaborky I[1/{n. O6paboTka
[IJn BxirowyaeT: Bo3MOKHOCTH mpocMoTpa IIJIH, pyunoit BBom IIJIn B cucremy WCII/H,
¢dbopMHpOBaHUE CIIPABOK U OTYETOB 1O MHGpopmaruu, nomyuernoit u3 UCIIn. Oneparop He nmeeT
MTOJITHOMOYHH ISl YIIpaBJICHHS TojcucTeMamMu 006padotku ganabix U C3I1/1H.

Omneparop UCIIIn obnagaer cieayromuM ypoBHEM JI0CTYIA U 3HAHUH:

- o0namaerT BCceMHM HEOOXOIMMBIMM aTpuOyTamMu (Hampumep, Mapojem), o0ecreunBarolUIMU
JIOCTYI K HEKOTOPOMY MOAMHOKECTBY [1/1H;

- pacojiaracTt KOH(bI/II[CHI_II/IaJIBHLIMI/I JAaHHBIMH, K KOTOPBIM UMECT NOCTYII.

5.4 ApmunucTparop ceru

AJMUHUCTPATOpP CETH, COTPYAHMK YUpEXACHUs, OTBETCTBEHHBIH 3a (PYHKIMOHUPOBAHUE
TelneKoMMyHUKannoHHOU noacucteMbl UCIIJIH. AIMUHUCTPAaTOp CETH HE UMEET MOJIHOMOYMM JUIs
yIpaBiaeHUs NoAcucTeMaMu 00pabOTKU JaHHBIX U O€30IaCHOCTH.

AI[MI/IHI/ICTpaTOp CCTHU 06naz[aeT CJICAYIOIIUM YPOBHEM JOCTYIIA U 3HAHUM:

- obnamaer 4acTeio MH(OPMAIIMU O CUCTEMHOM M MPUKIATHOM MPOTPAMMHOM OOECHIEUCHUU
NCIIn;

- 00naaeT yacThio HH(MOPMAIUU O TEXHUYECKUX cpeacTBax U koHpurypauuu UCII/IH;
uMeeT (pU3MYECKHil JOCTyn K TEXHUYECKUM CpEeICTBaM 00pabOTKHM WHOOpPMAIMU U CPEICTBaM
3alllUTHI;
- 3HaeT, 10 MEHbLIECH Mepe, O/IHO JIEraJlbHOE UMsI IOCTYyIA.

5.5 Texnuuecknii cnenuaInCT MO 0GCTYKMBAHUIO NepH(EPHIiHOro 060PyI0OBAHHS

TexHUYecKHil CHenuagucT MO0 OOCIYy)XHBAaHUIO, COTPYIAHUK YUPEKICHUS, OCYIIECTBISIET
oOciy>)xuBaHue M HacTpoiiky nepudepuitnoro obopynosanuss UCIT[H. TexHuueckuit cnenuaimct
no oOciuyxuBaHui0o He umeer jgoctyna k [IJ[H, He wuMeeT MOTHOMOUMMA MJIS YHpPaBICHUS
HOACUCTEMaMHU 00pabOTKH JTaHHBIX U 0€30IaCHOCTH.

TexHUYeCKHil CHenralucT Mo OOCTYXUBAaHUIO 00NaJaeT CIEAYIOUIMM YpOBHEM MOCTyMa U
3HAHUWM:

- obnamaer 4acThio MH(OpPMAIMU O CUCTEMHOM M MPUKIAJTHOM MPOTPAaMMHOM OOECIEUEeHUU
NCIIOx;

- o0najiaer yacThio MH(pOpMAIMK O TEXHUYECKUX cpenicTBax U KoHpurypauuu UCIT/IH;

3HACT, 110 MEHbIIIEH MCPE, OAHO JICTAJIbHOC UM JOCTYIIA.
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5.6 Mporpammucr-paspadorunx UCIIn

[TporpaMmMucTbI-pa3paboTuuku  (IIOCTABIIMKH) MPHUKIAJHOTO MPOTPAMMHOIO 0OecreueHus,
00eCreYnBaloNe €ro COMPOBOXKAECHUE Ha 3amMIaeMoM oObekre. K manHOW rpymnme MoryT
OTHOCUTBCS KaK COTPYIHUKH YUPEXKAECHUS, TaK U COTPYIHUKHA CTOPOHHUX OpPraHU3aLUM.

DU3NYECKOE JIMIIO 3TON KaTErOpUH:
- obmagaet nHpopManKe 00 anropuTMax u mporpamMmmax 0o6padorku uapopmanuu Ha UCI1H;

- o0iagaeT BO3MOXKHOCTSIMH BHECEHHUS OIIMOOK, HEACKIAPHPOBAHHBIX BO3MOXKHOCTEH,
IIPOrpaMMHBIX 3aKJIaJIOK, BPEAOHOCHBIX mporpamm B mnporpammuHoe oOecnedeHue MCII/IH nHa
CTaguM ee pa3pabOTKH, BHEIPEHUS U COTIPOBOXKICHHUS;

- MOXeT pacroyaratb JroObiMu (parmeHTamu wuH(opmammu o Ttomonoruu HWCII[H wu
TEXHUYECKHUX cpencTBax 00padotku u 3amuThl [1/]H, o6pabareiBaembix B UCIT/IH.

Monntnka nHpopmaumoHHomn 6esonacHocTn. CTpaHnua 19 m3 32



6 TpeOoBaHus K epcoHATy M0 o0ecnevyeHn 0 3amuThl [1/{H

Bce corpynnuku Yupexaenus, spistouecs nois3opareasimu UCIH, 1omkHBI 4eTKO 3HATh U
CTPOTrO BBINOJHATH YCTAaHOBJICHHBbIE NpaBWJa M OO0SN3aHHOCTH IO JAOCTYNy K 3allUIIaeMbIM
00BEKTaM M COOIIOICHUIO IPUHSITOTO pexuma 6ezomacHoctu [1/1H.

IIpy BCTymeHMM B JOKHOCTH HOBOIO COTPYJHHUKAa HEMOCPEACTBEHHBIM HAYaJIbHUK
MOJpa3/ieieHHs], B KOTOPOE OH MOCTYIAeT, 00513aH OPraHU30BaTh €r0 O3HAKOMIICHHUE C JIOJKHOCTHOMN
WHCTPYKIMEH W HEOOXOMUMBIMU JIOKYMEHTaMH, PETIaMEHTHPYIONIMMH TPEeOOBAaHUS IO 3alluTe
[In, a Takke oOy4yeHHME HaBbIKAM  BBIIOJHEHHUS  MpOIENyp, HEOOXOAMMBIX IS
CaHKIIMOHUPOBaHHOTO ucnosb3oBanus UCIIJ(H.

CoTpymHUK JODKEH OBITh O3HAKOMIIEH CO CBEACHUSAMH HacTosmied [lomuTuku, NpUHSITHIX
npouenyp padotsl ¢ anementamu UCITQa u C3I11H.

CoTpyaHUKN YUpeKIeHUs, UCTIOIB3YIOIINE TEXHUICCKUE CPEACTBA ayTEHTU(UKALNHU, JTOJKHBI
o0ecrevnBaTh COXPaHHOCTh MACHTU(DUKATOPOB (IIMEKTPOHHBIX Kitouel) u He momyckate HCJL x
HUM, a TakK >K€ BO3MOXXHOCTb MX YTE€pU WM MCIIOJIb30BaHUA TpeThbUMHU Junamu. [lonp3oBarenn
HECYT MEPCOHANTBbHYIO OTBETCTBEHHOCTH 33 COXPAHHOCTh UJICHTH(PUKATOPOB.

CotpynHuky YupexaeHus AOJDKHBI CIIeOBaTh YCTAHOBJICHHBIM IMPOLEAypaM MOAAEp KaHUS
pexxuma Oe3omacHoctd [1/lH mpu BBIOOpPE M HCIOIB30BAHWHU MAaposiell (€Ciyd He HCTONB3YIOTCS
TEXHUYECKUE CPEJCTBA ayTeHTU(UKALINN).

CotpynHuku YupexaeHus I0JDKHBI OOeCHeuuBaTh HaIJISKALIYI0 3allUTy 000pylOBaHMUS,
OCTaBIIIEMOT0 0€3 MPHCMOTpPa, OCOOCHHO B TeX ClyyasX, KOrja B MOMEIICHHE UMEIOT TOCTYI
NMOCTOpOHHUE nula. Bce monb3oBarenu MODKHBI 3HATH TpeOoBaHusi 1o Oe3zomacHoctu [IJIH u
MPOLEAYPHI 3aIIUTH 000PYIOBaHHUs, OCTABICHHOTO 0€3 MPUCMOTpPa, a TAKKe CBOM 00S3aHHOCTH T10
00€eCIeueHNI0 TaKOM 3aIlUThI.

CoTpynHUKaM 3ampeliaeTcsl YCTaHAaBIMBAaTh IMOCTOPOHHEE MPOTpaMMHOE oOOecredeHue,
MOJIKITIOYATh JTUYHBIE MOOHMIIbHBIE YCTPOICTBA U HOCUTENN MH(OpMAIIMK, a TaK K€ 3alKChIBaTh Ha
HUX 3alUIIaeMy0 HH(HOPMAIIUIO.

CoTpynHukam 3anpeniaercd pasmialarh 3allyilaeMylo HHGOpMalHio, KOTopas cTrajla UM
M3BECTHA MpH padboTe ¢ NHOOPMAITMOHHBIMU CUCTEMaMHU Y UPEXKACHUS, TPETHUM JIHIIaM.

ITpu pabore ¢ II[{n B UCIIIH coTpynHuku YupexaeHus o0s3aHbl 00€CleUUTh OTCYTCTBHE
BO3MOXKHOCTH npocMmoTtpa IT/IH TpeTbumu munamu ¢ MOHUTOpoB APM ninm TepMuHamnos.

[Tpu 3aBepmenun padotsl ¢ MCII[IH coTpyanuku oOs3aHbl 3aIuTUTh APM MM TepMUHaNbI ¢
MOMOIIIbIO OJIOKMPOBKHU KJIFOUOM WUJIM KBUBAJIEHTHOTO CPEICTBA KOHTPOJIS, HAPUMED, TOCTYIIOM I10
HapoJIio, €CIIM HE UCTIONB3YI0TCs 00siee CUIIbHBIE CPEJICTBA 3aIUTHI.

CotpynHuKkU YUpexaeHus JOJKHBI ObITh MPOUH(POPMUPOBAHBI 00 Yyrpo3ax HapyLIeHHUs peKuma
6e3onacHoct [1/lH 1 oTBeTcTBEHHOCTH 3a ero HapyuieHue. OHU JOIKHBI OBITH O3HAKOMIIEHBI C
YTBEPXKICHHOH  (opManbHOM mpolenypol HaJOKEHUS JUCHMIUIMHAPHBIX B3BICKAaHUM Ha
COTPY/IHUKOB, KOTOpble Hapymwid [lonutuky HHPOpPMALMOHHONW O€30MACHOCTH M MPOLETYpHI
oe3onacHocTu I1/1H.

Corpynauky 00s3aHBI  0€3 mpomemieHus cooOmarh 000 BceX HAOMIOMaeMbIX WA
NOA03pUTENbHBIX ciydasx paborel MCII/IH, Morymmx mnosiedb 3a co0oil yrposbl 0e301MacHOCTH
[T/11, a Takke O BBIABJIEHHBIX UMHU COOBITUSX, 3aTparuBaromux Oe3omacHocts [1/IH, pykoBOACTBY
HoApa3AeieHus U JIUILY, OTBEUAIOIIEMYy 3a HEMEIICHHOE pearnupoBaHHe Ha Yrpo3bl 0e30MacHOCTH
I1/1H.
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7 JlozkHOCTHBIE 00s13aHHOCTH MoJib3oBaTeeit MCIIAn
JomxkHocTHBIE 00s13aHHOCTH nTonb3oBareneii ICII/{H onucanbl B CIeIyIONMX JOKyMEHTaX:
- Uncrpykuus agmunuctparopa UCIIIH;
- Uactpykums anmuaucTpaTopa 6e3onacHoctu MCII/IH;
- Muctpykuus nonb3oarens UCI/IH.
OtBercTBeHHOCTH coTpyaHukoB UCII/IH Yupexnenus.

B cootBercTBUM cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utonst 2006 .
Ne 152-®@3 «O nepcoHanbHBIX JaHHBIX» JIMIA, BUHOBHbIE B HAPYLIEHUM TPEOOBAHUI JTaHHOIO
@denepallbHOTO 3aKOHA, HECYT I'PaXKIaHCKYIO, YTOJIOBHYIO, aAMUHUCTPATUBHYIO, JUCLMUILIMHAPHYIO
Y MHYIO IIPENYCMOTPEHHYIO 3aKOHOAarenbecTBOM Poccuiickoit denepanuu OTBETCTBEHHOCTD.

JleiicTBytomee 3aKOHONATENLCTBO PD MO3BOISIET MPEABSBIATh TPEOOBAHHS 1O 00ECIICUCHUIO
Oe3omacHOil paboTHl ¢ 3amUIIaeMoil MHQpOpMalKel U MpeaycMaTpuBaeT OTBETCTBEHHOCTh 3a
HapylIeHWE YCTAaHOBJIEHHBIX MpaBUJl 3KCIUlyarauun OBM u cucreMm, HempaBOMEpHBIH AOCTyN K
uH(bOpMAIMK, €CITU 3T JACUCTBUS MPHUBEIM K YHHUYTOXKCHHIO, OJIOKMPOBAHUIO, MOIU(PUKAIIUU
UH(OPMAIUH WM HapyIIeHuio padotel DBM nnu cereii (crateu 272,273 u 274 YK POD).

Anmunuctparop UCITIn u agmunauctparop 6e3onacHoctu UCIIJIH HECYyT OTBETCTBEHHOCTH 3a
BCE JCHCTBUS, COBEPIICHHBIE OT UMEHHM UX YYETHBIX 3alMCEH WM CUCTEMHBIX YUYETHBIX 3aIHUCEH,
€CJIM He J0Ka3aH (PaKT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUS YUETHBIX 3aHCEH.

[Ipu HapylIeHUAX COTpyOAHUKaMH YupexaeHus — nojab3osareneil UCII/IH npaBuil, CBSI3aHHBIX C
OesomacHocThio  [IJIH, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYI  JIEHCTBYIOLIUM
3aKoHoJaTeILCcTBOM Poccuiickoit denepanuu.

[TpuBeneHHBIE BhIlIE TPEOOBAHUS HOPMATUBHBIX JOKYMEHTOB I10 3aIIUTE MH(MOPMAIMK TOTHKHBI
ObITh OTpakeHbl B [looXKEHMSIX O MOApPa3ENeHUIX YUPEeXKIEHUs, OCYILECTBISIONMNX 00paboTKy
IT1a B UCII/IH 1 AOMKHOCTHBIX MHCTPYKIMSX COTPYIHUKOB YUPEKICHUU.

Heobxomumo BHectu B IlomokeHuss o moapasieneHUsIX YUpexACHUS, OCYIIECTBIISIONINX
o6pabotky 11/l B UCII/IH cBeneHus 06 OTBETCTBEHHOCTH MX PYKOBOAUTENEH M COTPYAHMKOB 3a
pasmiaiieHue ¥ HEeCAaHKIMOHWPOBaHHYIO Moaudukanuio (MckaxeHnue, danbcudukamnuio) I1JIH, a
TaKXe 32 HEMPAaBOMEPHOE BMEIIATENBCTBO B MPOLIECCHl UX aBTOMATU3UPOBAHHON 00pabOTKH.
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8 CnucoK HCNMOJIb30BAHHBIX HCTOUHHKOB

OCHOBHBIMU HOPMATUBHO-IIPABOBbIMW W MCTOJUYCCKUMH HNOKYMCHTAMH, Ha KOTOPBIX
633preTC${ HaACTOALICC ITonoxxenne ABIAIOTCA:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-03 «O nepcoHalbHBIX JaHHBIX» (Hanee — @3
«O mepcoHANBHBIX JaHHBIX»), YCTAHABJIMBAIOUIMA OCHOBHBIC HMPUHIMIIBI U yCIOBHS O0pabOTKU
[1/11, mpaBa, 00513aHHOCTU ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3AHHBIX ¢ 00pabOTKOM
ITJ1H.

2 IlocranoBnenue IIpaButensctBa Poccuiickoit @enepanuu ot 1Hos6ps 2012 1. Ne 1119 «O6
YTBEP)KJICHUH TpeOOBaHMI K 3allUTe MEPCOHAJBHBIX JAaHHBIX MpU HX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX.

3 «Ilomoxxenne 00 OCOOCHHOCTSAX OOPAOOTKU MEPCOHAIBHBIX JaHHBIX, OCYMIESCTBISIEMON 0Oe€3
MCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3aluny, yTBepkaeHHoe [locranoBnenuem [Ipasutenscta PO ot
15.09.2008 r. Ne 687.

4 «TpeOoBaHMsl K MaTepHAIbHBIM HOCUTENISIM OWOMETPUYECKHX IEPCOHANBHBIX JAaHHBIX U
TEXHOJIOTHSIM XpaHEHUsI TaKUX JAHHBIX BHE MH(OPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JaHHBIXY,
yrBepxkaeHHble [loctanoBnenuem IlpaButensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmatuBHO-MeTOIMUECKHE JOKYMEHTHl DenepanbHONH CIyKObI 1O TEXHHUYECKOMY U
sKcrepTHOMY KoHTponto Poccuiickoit @enepaunu (nanee - ®CTOK Poccumn) mo obecnedeHuro
6e3onacuoctu [1/1n npu ux o6padotke B UCIT/IH:

6 Pexomenauu mo obecrevyeHno 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHANbHBIX JaHHBIX, yTB. 3aMm. aupekropa PCTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOIIPUATUS O OPraHU3aALMU U TEXHUUECKOMY OOecreueHuIo 0e30IacHOCTH
MEPCOHANBHBIX JIaHHBIX, 00pabaThiBaeMbIX B HH()POPMALIMOHHBIX CUCTEMAX MMEPCOHATBHBIX JAHHBIX,
yTB. 3am. nupekropa ®CTIK Poccun 15.02.08 r. (ZACII)

8 bazoBas Mopenb yrpo3 O€30MAaCHOCTH MEPCOHAIBHBIX JMJAaHHBIX HpU uX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MNEPCOHANbHBIX JaHHBIX, yTB. 3aMm. aupekropa PCTIK Poccun
15.02.08 .

9 MeToauKa OTpeeNeHNs] aKTyalbHBIX Yrpo3 0€30IMacHOCTH MEePCOHANBHBIX JaHHBIX TMPU HX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHAIbHBIX JaHHBIX, YTB. 3aM. aupekropa GCTIOK
Poccun 15.02.08 .

Monntnka nHpopmaumoHHomn 6esonacHocTn. CTpaHnua 22 13 32



Hpunoxenne 1

Ne [Tnan - nepedeHs TEXHUYECKUX MEpONpHusATHii o obecriedennn 6ezonacnoctu UCIT K3 K2 K1
| B noacucreme ynpasiaeHus: JOCTYIIOM:
PeanuzoBare uaeHTH(PUKALNIO U TPOBEPKY MOATUHHOCTU CYObEKTOB JAOCTYIIA IPU
1 BXoje B ornepanuonnyto cuctemy UCII/IH mo mapomiro yclIoBHO-TTOCTOSSHHOTO + + +
NENCTBUS, TMHOW HE MEHEe MIeCTH OyKBEeHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBare uaeHTU()UKALINIO TEPMUHATIOB, TEXHUUECKHUX CpeAcTB 00paboTku [1/1H,
2 y310B UCII/IH, KoMIIbIOTEPOB, KaHAJIOB CBsA3H, BHEIIHUX ycTpoiictB MCII/IH mo ux - + +
JIOTUYECKUM UMEHaM (ajjpecaM, HOMepam);
3 Peanu3zoBare uaeHTU(UKALNIO IPOTPAaMM, TOMOB, KaTajioros, (paiiyios, 3amucei, ) + +
IIOJICH 3aImcei 110 MMEHAM;
4 PeanuzoBarh KOHTPOJB AOCTyIA CYOBEKTOB K 3aIIMIIAEMBIM pecypcaM B + +
COOTBETCTBUU C MaTPULIEH 1OCTYIIA;
npu Hannauu noakaodeHuss UCIT/Ix k ceTsim 0011ero noap30BaHus T0JKHO He nmxe 5-ro He nmxe 4-ro He nuxe 3-ro
) MIPUMEHSTHCS MEXKCETEBOE YKPAHUPOBAHUE. YPOBHS YPOBHS YPOBHS
3aIAIIEHHOCTHA 3aIUIIIEHHOCTHA 3aMIAIEHHOCTHA
s oGecrieueHus: 6e3omacHoro MexxcereBoro B3aumonericteus B UCTTIH mis He nmxe 5-ro He nuxe 4-ro He nmxe 3-ro
6 Pa3HBIX KJIACCOB HEOOXOMMO HCIOJIB30BaTh MO YPOBHS YPOBHSA YPOBHSI
3alIMIIEHHOCTH | 3alMIIEHHOCTH | 3aILMILEHHOCTH

CpencTBo 3alMTHI OT MIPOTPaMMHO MatemaTudeckux Bosaeiictauii (IIMB):
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Peanu3oBarh nACHTUDHUKALNIO U ayTEHTH(PHUKALNIO CYOBEKTOB JOCTYIIA IIPH BXOJIE B
CPEJIICTBO 3aIIMTHI OT MPOrpaMMHO MareMaTudeckux Bosnericteuil (IIMB) u mepen
BBITOJIHEHHEM UMM JIFOOBIX ONEpaluii o YIpaBiIeHUIO GYHKIUIMHI CPEIICTBA
3auThl 0T [IMB 1o maposto (1iu ¢ Ucrosib30BaHuEM HHOTO MEXaHU3Ma
ayTeHTU(HUKAIMN) YCIOBHO-TIOCTOSSHHOTO ICHCTBHS JUIMHOW HE MEHEe IIeCTH
OyKBEHHO-IIM(POBBIX CHMBOJIOB;

Ocy1ecTBIATh KOHTPOJIb JIIOOBIX 1EHCTBUI CyOBEKTOB AOCTYIIA [10 YIPABICHUIO
byukuusmMu cpeactsa 3ammThl oT [IMB Tosbko mocie mpoBeIeHus ero yCIEeIHO’
ayTeHTU(UKALNN;

Hpe,[[YCMOTpeTb MCXaHHN3MBI 6J'IOKI/IpOBaHI/IH AO0CTYyIIa K CPECACTBAM 3alllUThI OT IIMB
IIPU BBITOJHCHUHN YCTAHABJIMBACMOTI'O YK CJIa HCYJAYHBIX IMOIBITOK BBOJA IIAPOJIA;

Heo6xonnmo mpoBoAuTh HACHTUDHUKAINIO (DAaiiIIOB, KATAIIOTOB, TPOTPAMMHBIX
MOJyJIeH, BHEIIHUX yCTPOUCTB, UCIIOIb3YyEMBIX CPEACTB 3auThl OT [IMB;

B noxcucreme perucrpauuu u yuera:

Ocy1iecTBIATh pErUCTPaIMIO BX0/1a (BBIX0AA) CYyOBEKTa JOCTyIa B CUCTEMY (M3
CUCTEMBI), TMO0 PErUCTPaLIMIO 3arpy3KH U HHUIUAIN3AIMH ONIEPAllMOHHON CHCTEMBbI
U €€ IPOrpaMMHOI0 OcTaHOBa. Perucrpanus BbIxoza U3 CUCTEMBI 1M OCTaHOBA HE
IIPOBOJIUTCS B MOMEHTHI annaparypHoro otkitodenust UCIIJIH. B napamerpax
perucTpanuy yKa3blBaloTCs J1aTa U BpeMs BXo/a (BbIXoJa) CyObeKTa JI0CTyIa B
cUCTeMY (M3 CUCTEMBbI) UJIH 3arpy3Ku (0OCTaHOBA) CUCTEMBI;

[TpoBoIUTE yueT Bcex 3allUIllaeMbIX HOCUTENEH HHPOPMALIUK C IOMOIIBIO UX JIF000i
MapKHUPOBKH U C 3aHECEHUEM YUETHBIX JAHHBIX B )KypHaJ (YUETHYIO KAPTOUKY);

[TpoBOIUTE PETUCTPALIMIO BXO/Ia/BBIXO/Ia CYOBEKTOB IOCTYIIA B CPEICTBO 3AIUTHI OT
[IMB, peructpanuto 3arpy3kyd 1 MHAULIAAINU3AIUU 3TOTO CPEJICTBA U €€
MPOrpaMMHOTO OCTaHOBA. B mapameTpax perucTpaiuu yKa3bplBaeTCs BpeMs U Jara
BXO/a/BbIX0J1a CyOBhEKTa JOCTYyIa B CpencTBO 3amuThl oT [IMB mmm
3arpy3Ku/0CTaHOBa ATOTO CPEJICTBA, a TAKXKE UACHTU(PHUKATOP CyObEeKTa JOCTyIa,
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VHUIMMPOBABILETO JAHHBIE JICHCTBUS;

[TpoBoauTh perucTpalrio coobITH MPpoBepKU U 0OHapykeHus [IMB. B mapameTrpax
pEerucTpanmy yKasbIBalOTCs BpeMs U Jara IpoBepKu win ooHapyxenus [IMB,
uaeHTU(PUKATOp CyObeKTa JOCTyNa, MHUIMUPOBABIIETO JaHHbIE ACHCTBUSI, XapaKkTep
BBITIOTHACMBIX JICHCTBUH 110 IPOBEPKE, THUIT OOHAPYKEHHOU BPEIOHOCHON
nporpammel (BII), pe3ynbrar aeiictBuii cpenctsa 3amuThl o 6mokupoBanuio [IMB;

[TpoBOIUTE perucTpaIrio COOBITHI 10 BHEPEHUIO B CPeACTBO 3amuThl oT [IMB
MakeToB OOHOBIIEHUH. B mapameTrpax perucrTpanuu yKa3pIBalOTCS BpeMs U JlaTa
0OHOBJICHUSA, UACHTU(DUKATOP CYOBEKTa JOCTYyNa, MHUIIUUPOBABIIETO JaHHOE
JIEHCTBUE BEpCUS M KOHTPOJIbHASI CyMMa MTakeTa OOHOBIICHUS;

[TpoBOANTE perucTpanuio COOBITHI 3aITycKa/3aBepIIeHUs] padOThl MOTyJIeH CpeacTBa
3aiuTel oT [IMB. B napameTpax peructpaiuu yKka3plBatoTCsi BpeMs U Jara
3aIycKa/3aBeplieHus paboThl, HACHTU(UKATOP MOAYIIS, UACHTU(UKATOP CyOBeKTa
JIOCTYTIa, MHUIIUMPOBABIIETO JAHHOE JIeHCTBUE, Pe3yNIbTaT 3aIlyCKa/3aBepIIeHUs
paboTHI;

JIOJKHA MTPOBOJIUTHCS PETUCTPALIUs COOBITHI yIpaBiIeHHs CyObEKTOM JOCTyTa
bynkuusamu cpenctsa 3ammThl oT [IMB. B mapamerpax peructpanuu yka3blBatoTcs
BpEMsI U JlaTa COOBITHS YIIpaBJI€HUs KaXA0M QYHKIMEH, nAeHTUPHUKATOp U
cneundukanus GyHKIMH, UISHTHPUKATOP CyObeKTa 10CTyNa, MHULIUHAPOBABILIETO
JAaHHOE JIeMCTBHE, Pe3yNbTaT JeHCTBUS;

[TpoBOIUTE pErUCTpaLIKIO COOBITHH MOMBITOK JOCTYTA MPOrPaMMHBIX CPEICTB K
MOIYJsIM cpencTBa 3auuThl oT [IMB nnu crienmanbHbIM JIoBy1IKaM. B mapamerpax
pEerucTpalyy yKa3bIBalOTCS BpeMsl U JjaTa MOMNbITKU JOCTyNa, UACHTHPHUKATOP
MOAYJIs, UACHTU(UKATOP U crieuHUKans MOAys cpencTsa 3aumTsl o [IMB
(crienManabHOM JIOBYIIKH), pe3yJIbTaT MOMbBITKU AOCTYIIA;
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[TpoBomUTE perucTpainio CoOOBITHII OTKaTa AJis cpeacTBa 3amuThl oT [IMB. B
napaMmeTpax perucTpaluy yKa3bIBalOTCS BpeMsl U Jjata COOBITUS OTKaTa,
cnenuuKanus 1eHCTBUIA OTKaTa, HACHTHU(PHUKATOP CyObeKTa J0CTyIa,
MHULUAPOBABIIETO JAHHOE JEHCTBUE, PE3YbTaT JEHCTBHUS;

10

OObecneunTs 3alUTy JaHHBIX PErMCTPALUU OT UX YHUUTOXKEHUS UM MOIU(DUKALIUU
HapyLIUTEIIEM;

11

PeannzoBars MEXaHU3MBI COXPAaHEHMSI JTaHHBIX PETMCTPALMU B CIIy4ae COKPALCHUS
OTBEJICHHBIX 110/l HUX PECYPCOB;

12

PeanmzoBars MexaHU3MBI TPOCMOTPA U aHAIM3a JAHHBIX PETHUCTPALIMH U UX
bunbpTpanuy 1o 3aJaHHOMY HabOpy apaMeTpoB;

13

[TpoBOAUTE aBTOMAaTUUYECKUI HENIPEPBIBHBIM MOHUTOPUHT COOBITUM, KOTOPBIE MOTYT
ABIATHCS NpuunHOU peanusauuu [IMB (co3nanue, penakrupoBaHue, 3anuch,
KOMIWIALUS 00BEKTOB, KOTOpbIe MOTYT coaepkarh BII).

14

Peanu3zoBars MEXaHNW3M aBTOMAaTHUYECKOTO aHAJIM3a JaHHBIX PETUCTPALUU 110
nrabnoHaM TUNOBBIX IposiBieHuit [IMB ¢ aBTomarnueckum nx OJIOKHPOBAHUEM U
YBEJIOMJIEHUEM aIMUHHUCTPATOpa OE30MaCHOCTH;

15

[TpoBOANUTE HECKOJIBKO BUOB yueTa (AyOIMpyIOLIMX) ¢ perucTpanneii Belaaun
(mpuema) HocUTeNnel HHPpOpMaIHH;

16

OcyIecTBISITh pErUCTpaIfio BX0/a (BbIX0Ja) CyOBEKTOB JOCTYIA B cCUCTEMY (U3

CHUCTEMBI), TUOO PETUCTPALIMS 3aTPy3KU U HHUITHATH3AINN OTIEPAIIMOHHON CUCTEMBI.

17

Ocy1ecTBIATh pErUCTPaIMIO BbIJIaud NeUaTHbIX (TpadudecKux) JOKYMEHTOB Ha
«TBEpPAYIO» KOINIO. B mapamerpax perucTpanuy yka3bIBaroTCs (J1aTa U BpeMs
BbI1aun (0OpaleHus K MoJCUCTEME BbIBOJA), CleM(UKAIUs YCTPOMCTBA BbIIaun —
JIOTUYECKOE UMl (HOMEp) BHEIIHETO YCTPOHUCTBA, KPATKOE COAEPIKAHUE
(HauMeHoBaHue, BUJ, UP, KO) U YPOBEHb KOH(DUIEHIIMAIBHOCTH TOKYMEHTA,
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uacHTH(PHUKATOP CYOBEKTa JOCTYTIa, 3aPOCHBIIETO JOKYMEHT;

18

Ocy1iecTBIATh PErucTpaLtIo 3aIycKa (3aBepllieHus) IPorpaMM U IPOLIECCOB
(3anmanmii, 3a7a4), MpeIHA3HAYCHHBIX AJ1s1 00paOOTKH 3amuinaemMbIx (aiinos. B
napameTpax perucTpalnmy yKa3blBalOTCs JaTa U BpeMs 3alycka, UMs
(unentudukarop) mporpammsl (Tpouecca, 3a1aHus ), HISHTHPHUKATOP CyObeKTa
JIOCTYTIA, 3allPOCUBIIETO IporpaMmy (IIpolecc, 3afiaHne), pe3yJibTar 3aiycKa
(ycriemHbli, HEYCIEITHBIM — HECAHKIIMOHUPOBAHHBIN ),

19

Ocy1ecTBISTh pErUCTPALMIO MOIBITOK JOCTYyNa POrPAMMHBIX CPEICTB (Iporpamm,
IPOILIECCOB, 3a/1a4, 3a/IaHuii) K 3anuiaeMsiM (aiinam. B mapamerpax perucTpaiiu
YKa3bIBAIOTCS /1aTa U BpeMs MONbBITKU JOCTYyIa K 3alluiiaeMomMy (hailmy ¢ ykazaHuem
ee pesysbrara (ycrenHas, HeycIenHas — HeCaHKIIMOHUPOBaHHast ), HACHTH(HUKATOP
cyOBeKTa qoctyna, crienu@uKanys 3amuinaeMoro daiina;

20

Ocy1ecTBIATh pErucTpaIiio HOMBITOK JOCTyIa IPOTPAMMHBIX CPEJICTB K
CJIEAYIOIIMM JAONOIHUTENIbHBIM 3alUIaeMbIM 00BEKTaM JOCTYIIA: TEPMUHAIIAM,
kommbioTepam, y3iam cetu MCII/x, nuausm (kaHainam) CBsI3U, BHEITHUM
yCTpOHCTBaM KOMIIBIOTEPOB, IPOTpaMMaM, TOMaM, Katajioram, (aitinam, 3ammucsm,
noJisiM 3anuceil. B mapameTpax perucrpanuu yKa3blBaloTCs Jata U BpeMsl MONBITKH
JIOCTYTIA K 3allIMIIaeMOMY OOBEKTY C yKa3aHHEM ee pe3ynbTara (ycrneuHas,
HEYCIIeNIHAsl — HECAaHKIIMOHUPOBAHHAA ), HIEHTU(UKATOP CyOBEKTa N0CTYIIA,
crienr(UKaIus 3aluIaeMoro 00beKTa — JOrn4eckoe uMs (HoOMep);

21

[TpoBOAMTE yyeT Bcex 3alMIaeMbIX HOCUTeNeH HH(OopMaIuy ¢ TOMOIIBIO UX
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);
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22

OcymecTBIsITh OUUCTKY (0OHYNIEHUE, 003 TMYNBAHIE) OCBOOOKIAEMBIX 00IacTei
OIEepPaTUBHON MaMSATH KOMITBIOTEPOB M BHEIIHUX HakomuTelnei. O4ncTka
OCYIIECTBIISIETCS] OJHOKPATHOM MPOM3BOJIILHOM 3aIMChI0 B 0CBOOOXKIAEMYO 00JIaCTh
NaMsITH, paHee UCTIOIb30BAaHHYIO JJIsl XPAHCHUS 3alUIIaeMbIX JTaHHBIX ((aiiios,
UHPOPMAIIH);

B noacucreme obecrieucHust OCJIOCTHOCTH:

O6ecneunTh 1ETOCTHOCTh IPOrPaMMHBIX CpeACTB 3auThl B coctae C3I1/IH, a
TaK»e HEM3MEHHOCTb ITPOrpaMMHOI cpeibl. IIpu 3TOM 1IeI0CTHOCTD CPEACTB 3aLUTHI
IPOBEPSETCS MIPH 3arpy3Ke CUCTEMBI 110 HATMYUIO UMEH (MIeHTH()HUKATOPOB)
xomnoHeHT C3I1/IH, 1ea0cTHOCTE MPOrpaMMHOMN Cpesibl 0OeceunBaeTcs
orcyrcrBueM B ICII/IH cpencTB pa3pabOTKH U OTJIaIKH IPOrpaMM;

OcymectBisath pusndeckyro oxpany UCII/IH (ycTpoHCTB U HOCHUTENICH
uH(pOpMaINN), IpelycMaTpUBarolas KOHTPolb AocTymna B nomenienus MCIIAx
MIOCTOPOHHUX JIUII, HAJTMYNE HA/ICKHBIX TPEMATCTBUN )1 HECAHKIIHOHUPOBAHHOTO
npoHukHoBeHus B nomenienus UCIIJIH u xpanunuiie HocuTenel nHpopMaIuy;

[TpoBoauTk nepuoanueckoe recrupoBanue pynkuuit C3I1/IH npu nameHeHun
nporpammHuoil cpensl u nnepcorana UCIIH ¢ moMoripio TecT-nmporpamm,
umuTupyronmx nonsitku HCJL;

JIOJDKHBI OBITH B HAMMYKMHK cpezicTBa BocctaHoBiaeHus C3I1/IH, npenycMarpuBaromye
BEJICHUE JIBYX KONUI MPOrpaMMHBIX CPEJICTB 3aLUThI HH(OpPMAIUK, UX
IEPHOINYECKOE OOHOBIEHNE U KOHTPOJIb PAOOTOCIIOCOOHOCTH;

IIpoBoaUTE TPOBEPKY LIETOCTHOCTH MOIYJIEH cpeacTaa 3amuTsl oT [IMB,
HEOOXOIMMBIX JIJIsl €r0 KOPPEKTHOTO (DYHKIIMOHUPOBAHMSI, TIPU €0 3arPy3Ke C
HCIIOJIb30BaHUEM KOHTPOJIBHBIX CYMM;

ObecneunTh BO3MOKHOCTh BOCCTAHOBJICHHUS CpeicTBa 3auThl oT [IMB,
IIpeIyCMaTpHUBAIOIIasl BEICHNE JBYX KOIMM MPOrPaMMHOIO CPEJICTB 3aIIUTHI, Er0
IEPHOINYECKOe OOHOBIEHUE U KOHTPOIJIb PAOOTOCIIOCOOHOCTH;
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5 PeanuzoBarh MexaHNU3MbI IPOBEPKH 1IEIOCTHOCTU IAKETOB OOHOBJIEHUI CPEICTBA N N N
3amuTsl 0T IIMB ¢ Mcnionb30BaHHEM KOHTPOJIBHBIX CyMM;
8 [TpoBomuTh pe3epBHOE KonupoBanue [1/[H Ha oT9yk1aeMble HOCUTEIH HH(OPMAITUH; N N
\Y B noxncucreme aHTUBUPYCHOM 3aILUTHI:
[IpoBoauTh aBTOMaTHYECKYIO NTpoBepKy Ha Hanmuue BII win nocnencreuii [IMB npu
1 umnoprte B ICII/IH Bcex mporpaMMHbIX MOAyJIel (MIPUKJIaJAHBIX IPOrPaMM), KOTOPbIE + + +
MoryT cozepskarh BII, o uX TUIIOBBIM 11A0JIOHAM U € IIOMOIIBIO 3BPHUCTUYECKOTO
aHaIu3a;
9 PeanuzoBarh MexaHU3Mbl aBTOMAaTUYECKOIO OJOKMpPOBaHUS 0OHapykeHHbIX BII N N N
IIyTEM UX YJAJIECHHs U3 IPOrPAMMHBIX MOILYJIEH UM YHUUTOKEHUS;
3 PerynsapHo BeIIOTHATS (IIpH epBoM 3arycke cpeacts 3amuTsl [1/10 ot IIMB 1 ¢ N N N
yCTaHABJIMBAaEMOM MEPUOANYHOCTHIO) MPOBEPKA HA IPeAMET Haauuus B Hux BII;
4 JlomxHa nHunMupoBarbcs aproMarnueckas rnposepka MCII/Ix Ha npenmer Hanuyus N N N
BII npu BeisiBnenuu ¢axra [IMB;
PeanuzoBare MEXaHMU3M OTKAaTa JJIsl yCTaHABIMBAEMOTO YHCIIa ONEpalui yJaleHus
) BII 3 oneparnBHON WM IOCTOSSHHOM NTaMSATH, U3 IPOTPAMMHBIX MOAYJIEH U + + +
IIPUKIIAIHBIX IPOrpaMM WM IPOrPaMMHBIX CPEACTB, coaepkaux BII.
6 JononuanrtensHo B UCII/IH noimkeH NpoBOAUTHCS HENPEPBIBHBIN aBTOMATUYECKUN + + +
MOHMTOPUHT MH(POPMALIMOHHOTO 0OMEHA C BHEIIIHEH CEThIO C Lieblo BbisiBieHus BII.
Vi Kontpons orcyrcteua H/IB B I10 C3U
Jlns mporpaMMHOTO 0OecrieueHus], UCIIOJIb3yEeMOT0 IIPU 3aluTe UH(pOpMalnu B
1 NCIIH (cpenct 3amuThl HHGopMarun — C3H, B ToM 4Hcie U BCTPOCHHBIX B + + +
001IeCUCTEMHOE U TTPUKIIATHOE TIporpaMMHoe ooecnieuenne — [10), nomkeH ObITh
00ecreyeH COOTBETCTBYIOUINHI YpOBEHb KOHTpOJIst OTCYTCTBHsI B HeM H/IB (ue
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JEKJIapUPOBAHHBIX BO3MOKHOCTEMN).

VIl

O6napyxenue Bropkeruit B UCITIn

OO0HapyKeHUe BTOPIKEHHUH TOKHO 00€CIeUnBaThCS MMyTEM UCTIOIH30BAHMS B
cocrae MCII/IH mporpaMMHBIX WM IPOTPAMMHO-AINIAPATHBIX CPEICTB (CUCTEM)
oOHapyxeHus Bropkenuid (COB).

H606XOI[I/IMO 00s13aTEIBLHOE UCIIOIb30BAHNE CUCTEMBI O6Hapy)KeHI/I${ CCTCBLIX aTak,
HCIIOJIB3YIOMEC CUTHATYPHBIC METOABI aHAJIN3a

Heobxonnmo 006s13aTebHOE HCIIOIB30BAHUE CHCTEMbI OOHAPYKEHUSI CETEBBIX aTak,
UCIIOJIb3YIOIINE CUTHATYPHBIE METObI aHAJIM3a U METO/Ibl BBISBICHUS aHOMAIUN

VIl

3amura UCIIda ot IIDMUH

s o6paboTtku nHpopMalu Heooxonumo ucnons3oBate CBT, ynosierBopstoriye
TpeboBaHUAM cTaHapToB Poccuiickoit deneparuu o 31eKTPOMarHuTHOM
COBMECTHMOCTH, M0 6€30MaCHOCTH M IPTOHOMUYECKUM TPeOOBAaHUAM K CPE/ICTBAM
0TOOpakeHHs H(GOpPMAINH, 10 CAHUTAPHBIM HOpMaM, MPEIbSABIAEMbIM K
BuaeonucmiieiinsiM TepMunanam [19BM (nanpumep, 'OCT 29216 91, TOCT P
50948-2001, I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka coorBerctust UCII/IH TpeboBanusim 6e3omnacHoctu 110

[IpoBecTu obs3aTenbHyI0 cepTU(HUKAINIO (aTTECTAIMIO) TT0 TPEOOBAHUSAM
0e30MmacHOCTH HHPOPMALIUH;

JlexnaprupoBaTh COOTBETCTBHE UITH 00s3aTEIBHYIO CEPTUPUKAIUIO (aTTECTAIUIO) TI0
TpeOoBaHUIM O€30NacCHOCTH HH(GOPMAIHH (IO PEIICHUIO OTIepaTopa);

MonnTtnka nHdopmaumoHHoi 6esonacHocTn. CTpaHuua 30 us 32




[pumeuanue: g UCIIx 4 xnacca nepedenb MeporpusaTHil no 3amure [1/[H onpenensercs B 3aBUCHMOCTH OT yliepOa KOTOPbIA MOXKET ObITh

HAHCCCH B CJICACTBUU HCCAHKIITUOHUPOBAHHOI'O UJIKM HCITPECAHAMCEPCHHOTO JOCTYyIIa K HI[H

CornacoBaHo:

3aBx03 Kysemuna H.A.
Bocnurarenn Amnocronosa C.B.
Bocnurarenn 3atinesa E. 1.

MNonuTtnka nHdopmaumoHHom 6esonacHocTn. CTpaHuua 31 us 32



JIner o3nakomiienus ¢ Ilonurukoi mHpopmMannoHHoi 6e30macHOCTH

Ne 107 (0) Jo/xHOCTH Hara Moanmucy
n/n
1 | Ky3smuna H.A. 3aBx03
2 | 3aiinesa E.U. Bocmnurarenn
3 | Anocronosa C.B. Bocnurarens

MonuTtnka nHbopmaumoHHom 6esonacHocTn. CTpaHuua 32 us 32




